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Preface

Mission
Thisbook aimsto provide practical strategiesfor deploying RTC with the technology available today.
Vision

A world where open standards and free software are the foundation of personal and business commu-
nications, enabling genuine innovation and the emergence of more disruptive technologies.

Who is this document for?

IT managers, system administrators, developers, web designers, product managers and I T users who
want best-practice Real-Time Communications (RTC) technology for business or private use.

What is Free RTC?

Running your own, independent, federated and peer-to-peer RTC solutions, including instant messag-
ing (IM), voice-over-1P (Vol P), video/webcam, socia networking and WebRTC, using open standards
and, in many cases, free, open source software.

Why?
There are many reasons organizations and individuals need to run their own RTC infrastructure;

Resilience: operating RTC serversto the same high standard astherest of your non-stop infrastructure
rather than relying on some vendor who provides a free download for anybody and everybody.

Security: avoid installing proprietary, third party communications apps and plugins.
Privacy: avoid letting sensitive information be harvested by cloud providers.

Brand building: keep users on your own web site, assert your domain name in all communication
sessions.

Control: recognize calers who are already logged in to your web site and route their cal efficiently
based on language, account size or other factors.

Innovation: in traditional phone companies, technical innovation has slowed. Open standards and free
software alow individuals and businesses of any size to engage in genuine innovation, creating new
and original servicesthat run across the network.

How?

This documentation aims to help you choose strong, best of breed, stable and supported components
based on genuinely free software [ https.//www.gnu.org/philosophy/free-sw.html] and open standards.
There are step-by-step instructions for DNS, firewall and server configuration and testing to achieve
maximum chance of success for every call or chat connection your users need to make.

Thanks to the convenient packages in Linux (Debian, Ubuntu, Fedora and Red Hat/RHEL /CentOS),
most IT professionals will be able to set this up in less than one day, the most experienced reader will
find that it can be set up in less than an hour.
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Chapter 1. Introduction

This quick start guide walks through the essential steps to build a working real-time communications
platform with full support for federation with other autonomous domains over the public Internet.

We show the essential steps first: setting up a TURN server, SIP proxy and an XMPP server. Setting
up an Asterisk or FreeSWITCH PBX is not essential, these are supplementary servicesthat should be
added in alater stage of the project.

Federation

Federation enables direct and efficient communication between any two autonomous organizations
connected to the public Internet. Email is already distributed thanks to SMTP federation. The same
paradigm has taken hold in the world of voice and video communications. Any two users or organisa-
tions can connect to each other dynamically without requiring cumbersome, outdated and expensive
solutions from traditional phone companies.

A number of technologies help make federation work optimally. ENUM helps map traditional phone
numbers to Internet domains, it is described in Chapter 15, Adding ENUM to DNS. DNS NAPTR
and SRV records make it possible to locate servers willing to accept calls any given domain, they
are described in Chapter 5, DNS setup. The SIP and XMPP protocols alow users to do much more
than they can do with traditional phones, including cost-effective chat messaging, desktop sharing and
videoconferencing.

Independent and decentralized alternatives to
federation

Federation takes alot of power from the telephone industry and places more power and control in the
hands of organizations and individuals who run their own servers. Thisis generally a good thing for
innovation, cost-efficiency, privacy and many other reasons.

Critics of federation observethat whilethismodel isnot astightly centralized asatraditional telephone
network, it is built around a client-server model, leaving power in the hands of those who are able to
operate the servers. Like many Internet-based technologies, it also relies heavily on other centralized
services: the DNS protocol and the certificate authorities.

Private networks

Some operators have created private networks, where users can only call other users with the same
softphone. All the users communicate through a central server. The operator chooses to locate the
server in alocation they believe to be secure and where they believe the risk of surveillance is low,
such as Switzerland.

Signal [https://en.wikipedia.org/wiki/Signal_(software)], the successor to RedPhone and TextSecure
from Open Whisper Systems, operates through privately run servers. Administrators of the serversare
able to observe who is calling who but without knowing what they are saying.

Decentralized networks

Various solutions have begun to emerge in the hope of further eliminating these dependencies and
offering a genuinely decentralized service. In atruly decentralized service, the devel oper/founder of
the service is not even able to see which users are calling each other, making it more secure than
privately run services such as Signal.
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Introduction

A fundamental issue for these alternativesis the addressing scheme. Somerely on phone numbers and
some of these solutions require their usersto use an identifier other than a phone number, exchanging
the identifiersin person or though some other communications channel. If phone numbers are used, it
makes the service more convenient but thisimplies placing sometrust in the phone numbering scheme
operated by the telephone industry.

Another fundamental issue for these servicesis bootstrapping: how the client finds other peer-to-peer
participants the first time the user runs the software. The current solution to thisis usually a central
server keeping alist of peersto seed the clients.

Examples of some decentralized and peer-to-peer networks include the Ring softphone from Savoir
Faire Linux [https://ring.cx], using the OpenDHT [https://github.com/savoirfairelinux/opendht] net-
work, the Tox app [http://tox.chat/] and the Matrix.org [https://matrix.org/] service.

Conclusion

While some of these alternatives are promising, none of them offersasilver bullet. Private and decen-
tralized services are only useful for specific purposes where two people know each other personally,
such as calling a spouse, a physician calling a patient or alawyer communicating with a client.

For large organizations that deal with other large organizations and with the public in aless personal
manner, the decentralized model is not universally applicable and a federated model is more likely
to gain traction and meet operational needs. That said, it is not uncommon for senior executives in
some large corporations to seek out specialized communications solutions so they can have private
conversations with each other and their closest advisors.

Decentralized services are not mutually exclusive with federated RTC. It is quite feasible for an orga-
nization to operate standard SIP or XM PP internally but setup a gateway at the edge of their network
to accept callsfrom customers using alternative services. The external user needs to have some way to
be certain that their call is connected to an account controlled by the organization they want to contact
and not an imposter or a man-in-the-middle who is relaying the call while monitoring it.

Choosing between SIP and XMPP

The |ETF has documented two standards for real-time communications that are widely implemented:
SIP and XMPP. XMPP is sometimes referred to as Jabber.

This has left many system administrators pondering the question: which one do | need?

Both SIP and XMPP can do all the same things. SIP can make phone calls, video cals and instant
messaging (IM) sessions. XM PP can also make phone calls, video calls and IM sessions. There has
been a tendency to use SIP more for voice and use XM PP more for IM.

Both have evolved into different markets. SIP is particularly well supported by telecommunications
vendors (for example, companies offering trunking to or from the PSTN) and manufacturers of related
hardware, such as |ISDN gateways. Many larger corporate phone systems also have some kind of SIP
interface. XM PP has become very prominent as a system for federated IM and many companies have
deployed it for this purpose without necessarily using it for voice and video. Just as a significant
number of voicerelated products and services use SIP, thereisasignificant quantity of high quality IM
client software and third-party frameworks for interaction with XMPP and this has helped it remain
dominant in the IM domain.

In many cases, a SIP user ID and an XMPP user ID look identical, except for the URI prefix and
both can be used to reach the same physical person. For example, si p: al i ce@xanpl e. org
andxnpp: al i ce@xanpl e. or g both provide ameansto contact the samefictitious Internet user
prominent in so many of the IETF's publications.

From the user's perspective, when they see an address without a scheme prefix such as si p: or
Xnpp: , they have no way to know if it is useful for email, SIP or XMPP and may have to manually
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try it in several applications. Some users may not even realize that these different protocols exist for
RTC and if the address doesn't appear to work in the first application where they try to use it, they
make come to the conclusion that the addressis invalid or the other person is unreachable.

The overwhelming recommendation of the author of this guide and the software described here isthat
to maximise your chance of communicating with as many users as possible, you should operate both
SIP and XMPP serversin parallel.

Fortunately, some of theinfrastructure for these servers (such as TURN servers and the X.509 certifi-
cates) can be shared by both protocols.

Choice of operating system

RTC is possible using a range of operating systems, including those popular on desktop computers,
servers and smartphones. This guide does not recommend a specific operating system. However, we
believe that for people who want to mix and match individual packages, the most recent stable rel eases
of popular GNU/Linux distributions, including Debian, Ubuntu and Fedora, provide aconvenient way
to get al the necessary software in ready-to-run packages. For people who want a turn-key solution,
it may be better to choose one of the self-installing or ready-to-run RTC or groupware solutions.

Using a ready-to-run or turn-key solution

There are various turn-key solutions for building servers for RTC or generic office/groupware pur-
poses. Thesetypically run off alive |SO image, provide a script to pre-install and configure packages
or they are an image for a platform like Docker.

Examples of these platformsinclude WikiSuite [ http://WikiSuite.org] (based on RHEL) and Turnkey
Linux [https://www.turnkeylinux.org/] (based on Debian).

Using a generic GNU/Linux distribution

Users of Red Hat Enterprise Linux, CentOS, openSUSE, SLES and other platforms may need to build
the packages manually using r pnbui | d as described in Appendix B, Building reS Procate RPMs
on RHEL and CentOS.

Several of the components described in this guide have been tested on amuch wider range of platforms.
The reS Procate products, including the repro SIP proxy and reTurn TURN server, are extremely
versatile and known to run successfully on Microsoft Windows, Apple OS, iOS, BSD variants, An-
droid and severa Linux based routers including OpenWRT, CeroWRT and DD-WRT.

Use latest software versions

It is recommended that the latest software versions are used, especially for components such as the
TURN server, SIP proxy and XMPP server as these components need to achieve connectivity with a
wide range of peers on the public Internet.

This does not imply using an unstable or beta version of your preferred Linux distribution, such as
Debian sid or Fedora rawhide. Rather, it is recommended that the current stable release of the oper-
ating system is used and the RTC components can then be installed from a source such as Debian's
stable-backports or Red Hat's EPEL.

Sometimes stable-backports or EPEL won't havethe latest version of aparticular package or you want
to test some bleeding edge version of the package to seeif it fixes a particular bug. Many of the pack-
ages can be built manually from the source code. All the leading RTC server projects make this very
easy as they support toolslike debui | d for Debian/Ubuntu (see Appendix A, Building reS Procate
packages on Debian/Ubuntu) or r prbui | d for RedHat/CentOS/Fedora (see Appendix B, Building
reS Procate RPMs on RHEL and CentOS).
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Using IPv6

Now that | Pv4 address spaceisfully alocated, it is highly desirable for organizationsto include | Pv6
when implementing any new network services.

Therefore, both IPv4 and 1Pv6 are used in all examples throughout this guide.
All of the recommended software products work on both IP versions.

Everything in this guide will still work even if you only use IPv4 or IPv6 aone.

Example network used in the documentation

For the purposes of this guide, the following conventions are used:
The DNS domain name is example.org.

All the applicationsrun on aserver called server 1.example.org. In practice, you could run each service
on adifferent server and you may duplicate services across multiple servers for N+ 1 redundancy.

The ICE/STUN process requires two public 1Pv4 addresses, either on the sameinterface or on differ-
ent interfaces. In the examples, the server has two |Pv4 addresses on the same interface/subnet, they
are 198.51.100.19 and 198.51.100.20. These IP addresses come from the RFC 5737 documentation
subnets [https://tool s.ietf.org/html/rfc5737].

For IPv6, RFC 3849 reserves the address prefix 2001: DB8::/32 for documentation. In the examples,
server 1.example.org uses the address 2001: DB8: 1000: 2000:: 19/64.

The users have existing email addresses such asfirst.last@example.org and will use the same address-
es for both SIP and XMPP.

The internal phone numbers are four digit extensions, such as 8001, 8002 and 8003.
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Chapter 2. Architecture overview

This chapter gives a high-level overview of the RTC architecture. Each component is explained in
more detail in its own chapter.

The big picture

Figure 2.1. Overview

Figure 2.1, “Overview” demonstrates each of the components and how they are interconnected. The
diagram includes an example of an external softphone user calling an internal softphone user, the call
is setup with SIP and the RTP media streams (dotted lines) pass through the TURN server.

TLS is essential

SIP, XMPP and WebSockets can be easily configured to run without TLS encryption. Unfortunately,
doing so would lead to many of the same problems as email, including spam and impersonation.

Impersonation is even more troublesome in RTC than in an email exchange. If a user replies to an
email with aforged Fr omheader, the reply will go to the person who was impersonated. The imposter
is unable to receive replies to the emails they send. If a user answers a phone call from a forged SIP
address, however, they are immediately engaged in two-way communication with the imposter.

Therefore, when RTC protocolsare used on the public Internet, TL S should alwaysbe used. Additional
reasons for using TLS are discussed in the section called “Use the TLS transport for SIP signalling”.

SMTPisamuch older protocol than SIP and XM PP and while it does now boast support for START-
TLS, it doesn't clearly specify amechanism for validation of message headers against the certificates
[http://tools.ietf.org/html/rfc6125#appendix-B.4].

All SIP connectivity through a SIP proxy

The SIP proxy acts as a router between the external peers, internal peers and the soft PBX. The soft
PBX istypically a server running Asterisk or FreeSWITCH. It isimportant to note that the soft PBX
does not connect directly to the public Internet and none of the internal users connect directly to the
soft PBX.

SIP proxy servers are generally more stable and more secure than soft PBXes. SIP proxy serverstypi-
cally have more connectivity options, including best-of-breed support for IPv6, TLS and WebRTC. In
particular, the Asterisk PBX advertises support for TLS but it doesn't support mutual TLS certificate
verification, something that works seamlessly inthe SIP proxy repro. Thismeansthat Asterisk accepts
TLS connections from users and other servers but is unable to verify local devices with built-in cer-
tificates such as Polycom phones. If Asterisk is configured to accept TL S connections from the public
Internet, Asterisk accepts any call from the peer without validating the domain in the Fr omheader.

Soft PBXes tend to have many more features and vastly more configuration options, this also means
upgrades to the SIP proxy are relatively easy compared to upgrades of the soft PBX. Finally, some
people like to be able to make configuration changes to their PBX during business hours. If users
are maintaining connections and SI P registrations through the SIP proxy, they are much lesslikely to
notice if the soft PBX isrestarted or crashes.

One consequence of this design strategy is that it is usually best to install, test and configure the
SIP proxy before starting a soft PBX installation. In this guide, SIP proxy installation is covered in
Chapter 11, SP proxy server installation and soft PBXes are discussed in Chapter 17, PBX Setup.
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SIP federation between two autonomous

sites

Figure 2.2. SIP federation between two sites

Figure 2.2, “SIP federation between two sites’ emphasizes those components that are involved in
routing a federated SIP call from one site, example.org, to ancther site, example.edu. For simplicity,
thisdiagram does not show thefirewalls, soft PBX or other components. Assuming the softphone users
arebothusing NAT addresses, the TURN serversmay berelaying all the mediastreamson their behalf.

Routing calls within a site

Figure 2.3. Four stages of call routing

If you have just started looking at the configuration of a SIP proxy or soft PBX, you have probably
observed that the scripting languages provide almost infinite flexibility to route the calls in different
ways. If you have been working with such configurations for a while, you may have seen some that
have become tremendously convoluted.

Figure 2.3, “Four stages of call routing” demonstrates a high-level approach to routing calls within
your site, whether you are using a single SIP proxy or soft PBX or a combination of different com-
ponents.

There are four general stages.

All calls, whether they come from SIP trunking providers, ISDN or local users should start in an
ingress stage. The goal of the ingress stage is simply normalizing the numbers into a standard form
that will be useful in all further stages of call processing. For example, if calls are coming in over an
ISDN connection the provider may only be sending the last six digits of each destination DDI that has
been dialed. The ingress stage handling calls from this ISDN circuit adds the country code and other
leading digits to normalize the numbers in the E.164 format (see Chapter 18, PSTN connectivity for
more specific details about this type of ingress handling).

When calls are sent to their final destination, whether it is a SIP trunking provider, ISDN circuit or a
local user, the final stage it should go through is an egress stage. The format of the number/address
usually needs to be modified again in the egress stage. For example, some providers expect E.164
numbers to have a 00 prefix, as this is the dialing prefix many countries use to call international
numbers.

Many deployments involve some services where calls are handled by an application. Thisis the ap-
plication stage. These applications are typically voicemail services, call queues and DTMF-driven
menus.

Finally, all these stages are joined together by a routing stage. The routing stage accepts calls from
the ingress stage, considers both the source of the call and the desired destination (both of which have
been normalized already) and decides where to send them in the egress and application stages.

All these stages can be implemented in a single system such as an Asterisk PBX. For ease of admin-
istration, it isadvisable to break the ext ensi ons. conf fileupinto different filesfor each stage as
demonstrated in Example 2.1, “ Splitting Asterisk ext ensi ons. conf ”.

The more powerful approach is to transpose this paradigm over several individual processes and de-
vices. For example, the ingress stage for calls from local users may be implemented in the SIP proxy
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and the ingress stage for calls from an ISDN circuit may be implemented using the configuration file
in amedia gateway.

Example 2.1. Splitting Asterisk ext ensi ons. conf

#i nclude "/etc/asterisk/extensions/ingress/local users.conf"
#i nclude "/etc/asterisk/extensions/ingress/trunks.conf"

#i nclude "/etc/asterisk/extensions/routing.conf"

#i nclude "/etc/asterisk/extensions/applications.conf"

#i nclude "/etc/asterisk/extensions/egress/local users.conf"
#i nclude "/etc/asterisk/extensions/egress/trunks. conf"

WebRTC peer-to-peer calling

Figure 2.4. WebRTC basic peer-to-peer

Figure 2.4, “WebRTC basic peer-to-peer” demonstrates how two browsers can communicate with
each other using WebRTC. The web browsers start by downloading the HTML, CSS and JavaScript
from a normal web server such as Apache ht t pd. The JavaScript uses the WebSocket protocol to
initiate a connection to the SIP proxy. When a call is made, the request is sent over the WebSocket
connection and the media streams pass through the TURN server. In this case, the browsers are not
relaying the media streams through the TURN server, possibly because they have discovered they are
both on the same | P network.

WebRTC calling to call centers

Figure2.5. WebRTC from customer web browser to call center

Figure 2.5, “WebRTC from customer web browser to call center” demonstrates amore elaborate We-
bRTC architecture, acustomer using aweb browser to call acorporate call center. Whenacall ismade,
the request is sent over the WebSocket connection and the media streams pass through the TURN
server. The SIP proxy routes al calls to the corporate PBX which routes the calls to an agent. The
media streams must also pass through the PBX for transcoding from the Opus codec to one of the
codecs supported by the desk phones, perhaps G.711 or G.722.
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Any successful IT project needs to focus on the needs of the user. Thisis particularly important for
communications technology.

First time setup and provisioning

The most successful RTC projects all have a convenient means of user provisioning.

In an office environment, this may mean that the softphone or desk phone is automatically configured
for the user by a system administrator. Chapter 14, Client devices and softphones discusses the provi-
sioning facilities of some types of phone.

For a generic SIP service, an ISP or a corporate/campus environment with a bring-your-own (BY O)
device policy, the ideal setup process should only require the user to enter their SIPPXMPP address
and their password and the softphone/device should discover al other parameters using DNS NAPTR
and DNS SRV queries. For this to be effective, softphones and devices aiming to be used in this way
need to ensure they have suitable codec and encryption settings enabled by default so the user won't
have to tweak them as recommended in Chapter 4, Optimizing Connectivity.

Dialing

At first glance, dialing atelephone may appear to be atrivial task. Some attention to detail is required
to maximize user convenience.

Usernames or phone numbers?

A user may want to call or chat to various people. For some people, they may only have the email/
SIP/XMPP address and for other people they may only have a phone number.

It isimportant to select phones that work intuitively for either type of input, an address of the form
user @xanpl e. or g or a phone number. It is also important to ensure that the server processes,
such as SIP proxies, are correctly configured to route calls to arbitrary Internet addresses. The repro
SIP proxy and most XM PP servers work this way by default.

Some phones can even help convert from a phone number to a SIP or XM PP address, see Chapter 15,
Adding ENUM to DNS.

If the user has an entry in their address book with both a phone number and an email/SIP/ XM PP
address, then it is important that the phone gives the user a helpful way to choose which one to dial
without asking too many questions about whether the user wants to use SIP or XMPP. This process
can be optimized if the phone uses presence (a buddy list) to work out which contact mechanisms
are unreachable.

All of this can be made easier by using named accounts (like email addresses) instead of extension
numberswithin the server configuration, thisisexplained in moredetail in the section called “ Personal
account names or extension numbers”.

Dial plans

Usersfind it easier to dial numbersin alocal format (without a country code). Many personal address
books and company databases store phone numbers in alocal format. This can lead to confusion in
situations where somebody tries to use a number in adifferent country, for example, if they take their
mobile/cell phone to another country and try to dial a number stored in the address book.

A dial plan should be designed to convert phone numbersto the international format (E.164), evenif a
user dialsthe number in alocal format. This makesit easier to send some callsto carriersin different
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countriesand it makeslife easier for organizationsthat expand into multiple countries. This meansthe
user can dial inthelocal or international format but the phone system will work either way.

Dialing Internet addresses

In many cases, an email address may also be a SIP address or XMPP address. Ideally, when a user
triesto dia acontact from their phone, the software should identify whether the contact is reachable
over SIP or XMPP and use that route for the call if appropriate.




Chapter 4. Optimizing Connectivity

People who have tried many of the free RTC softphones have observed that they don't always work
through firewalls or NAT networks. Sometimes these problems give visual feedback, in the form of
error messages advising that the call can't proceed. In other cases, the call appearsto be connected but
audio only worksin one direction or stops after some brief period of time.

Metcalfe's law tells us that the value of atelecommunications network is proportional to the square of
the number of connected users of the system (nz), demonstrated in Figure 4.1, “Metcalfe's law”.

Figure4.1. Metcalfe'slaw

Therefore, the benefit of making the solution work for al those users who may suffer in certain NAT
environments does not just have a gradual or linear impact, the benefit is quadratic.

Today's RTC technology gives us the tools to deal with these problems in the vast majority of cases.
This chapter gives an overview of the main concerns.

Codec selection

Codec is a portmanteau of coder-decoder. A codec is an algorithm for encoding an audio or video
signal for storage or transmission over a digital communications network. Codecs are responsible for
compression of the data stream and may al so take some responsibility for error correction, packet loss
concealment and silence suppression.

Each device or softphone typically has one or more codec algorithms included. Some software, such
asthe Asterisk PBX, can support additional codecs with the help of modules or plugins.

The list of codecs supported by a product depends on the age of the product, patents and the type
of products it is intended to interact with. Open source solutions generally avoid patented codecs,
although unofficial implementations of them can be found online, such as the popular G.729 codec
for Asterisk.

Table4.1. Common codecs

Name Type Bitrate Patented Comments
(kbps)
G.711 (alaw, |audio 64 N Widely supported in phones, WebRTC
ulaw) browsers, ISDN gateways and virtually
everywhere else. Quality of traditional
phone calls.
G.722 audio 64 N Supported in most modern software and

high quality desk phones. Transmits high-
er quality wideband audio in the same

64kbps bandwidth used by G.711

Opus audio 6-510 N Support in more modern software, We-
bRTC browsers and some very recent desk
phones.

G.729 audio 8 Y A low bitrate codec supported in a lot of

older VolP phones and related hardware.
Voice quality less than a standard tele-
phone call.
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Name Type Bitrate Patented Comments
(kbps)
G.723.1 audio 5.3,6.3 Y An ultra-low bitrate codec support in some

older VolP phones and related hardware.
Voices sound very bad.

GSM full |audio 13 N The original codec for GSM mobile tele-
rate phony. Supported in many older open

source products and some Vol P hardware.
iLBC audio 15 N A codec developed for Internet use be-

fore Opus. Supported in many older open
source products but not widely supported
in Vol P hardware.

speex audio 2-44 N A codec developed for Internet use be-
fore Opus. Supported in many older open
source products but not widely supported
in Vol P hardware.

VP8 video depends N Mandatory part of WebRTC, supported in
browsers. Bitrate depends on resolution
and framerate.

H.264 video depends Y Mandatory part of WebRTC, supported in
browsers and in many existing video con-
ferencing hardware products.

The person configuring the software or device can typically select which codecs are permitted and
also specify which codecs are preferred over others.

When a call is made, the endpoints negotiate to select a codec that is supported at both ends. If both
endpoints have no codecs in common, the call is not possible and the user may see a message telling
them the call failed. If both endpoints have more than one codec in common, the exact codec selected
in this negotiation algorithm depends on the relative priorities specified by the administrators of each
endpoint.

Some software has the ability to dynamically change the list of permitted codecs. For example, some
mobile apps will only enable high-bandwidth codecs when they detect the mobile device is using wifi
or a4G/LTE network.

More modern codecs support a variable bit rate that can be changed automatically during a call to
adapt to poor network conditions. The Opus codec used for WebRTC has this capability.

Recommendations

Enable as many codecs as possible to maximize the chance of connection. This reduces the number
of calls where the endpoints fail to find acommon set of codecs.

Disablethose codecsthat won't possibly work given the available bandwidth. For example, in aremote
location with a 128kbit DSL broadband connection it is usually necessary to disable 64kbit codecs
like G.711 and G.722 and use codecs that have lower audio quality such as Opus, GSM and G.729.

However, in alocation with good bandwidth, don't disable the low-bit rate/low-quality codecs. They
will still be needed when calling a user who doesn't have great bandwidth.

Order the remaining codecs based on the quality, with the best quality codec first. G.711 is typical-
ly present for compatibility but other codecs like G.722 offer better quality for the same amount of
bandwidth, so rate G.722 ahead of G.711 and G.722 will be used whenever possible.

Example 1: amobile app: enable, in order of priority starting with the most preferred: Opus, Silk and
GSM codecs.

11
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Example 2: asoft PBX in an office accessed by |ocal usersand mobile users; enable, in order of priority
starting with the most preferred: Opus, G.722, G.711, Silk, iLBC, GSM, G.729.

Media stream encryption compatibility

RTC voice and video (media) streams are almost always transmitted using Real Time Protocol (RTP).

Encrypting RTP streams is a popular requirement. Some organizations are subject to regulations re-
quiring encryption. In other cases, there is a commercia imperative to use encryption. Just asHTTP
sessions can beencrypted with HTTPS, RTP streams can be encrypted using SRTP. SRTPisoptimized
for the real-time nature of the media stream and it permits packet loss. However, thanks to the way
that SRTP hasinvolved, just looking for the encryption setting and turning it on may lead to abig loss
in compatability with other usersif the products you are using don't support the right combination of
encryption protocols. We consider the issues here and then provide some recommendations.

While SRTP itself is relatively standard, there are several different ways to exchange keys for an
SRTP session. If the two endpoints trying to setup a call are not trying to use the same method for
key exchange, or if one of them hasn't enabled encryption at all, the call will not connect. To meet our
goa of maximizing connectivity, these mismatches must be avoided.

Theoriginal method of key exchangefor SRTPinvolves exchanging SDESkeysthroughthesignalling
channel, which may be a SIP or XM PP connection. Most of the original products supporting this stan-
dard take an all-or-nothing approach: if encryption is disabled, they will only talk to other endpoints
without encryption and if encryption is enabled, they will only talk to other endpoints capable of the
same key exchange protocol.

One disadvantage of sending the keys through the signalling channel is that the operator of the SIP
proxy can easily observe the keys and use them to decrypt the RTP streams. Another risk is that the
end-user has no way to know if a man-in-the-middle has swapped the keys, decrypting the streams,
recording or modifying them and then sending them on to the other endpoint using a different key.
Two alternative solutions to these problems have emerged.

Phil Zimmerman, the legendary creator of PGP encryption, created the ZRTP key exchange protocol.
When the endpoints support ZRTP, they typically send signalling messages (SDP) specifying that
regular, unencrypted RTP will be used for the call. When the call is answered, each endpoint tries to
send some special ZRTP "hello" packets to the peer on the port normally used for the RTP. At this
stage, the phones will indicate to the users that they are in a call without encryption. If the endpoints
both support ZRTP then they recognize the "hello" packets from the peer and they perform a key
exchange using the Diffie-Hellman agorithm. Once the key exchange is completed, the interface on
the phone changes somehow to advise the user that the call is now encrypted. Due to the nature of the
Diffie-Hellman algorithm and the verification of the algorithm by a short authentication string (SAS)
that the usersread to each other, the keys can not be observed or substituted by any man-in-the-middle.

Nonetheless, the use of the SAS may appear dightly geeky and it is only valid if you know the other
person personally and can recognize their voice when they are reading the SAS to you. If you are
calling an organization, such as the call center at the bank or a Government department, the person
you are speaking to is likely to be a complete stranger, you will not have be familiar with the sound
of their voice when they read the SAS and so you will not be able to rely on this algorithm.

The DTLS-SRTP standard provides another alternative, although on its own, it does not provide cer-
tainty that there is no man-in-the-middle. DTLS-SRTP provides a way to use DTLS key agreement
before starting SRTP media streams. To provide security against a man-in-the-middle, DTLS-SRTP
can be combined with another mechanism for the exchange of key fingerprints. For example, RFC
5763 specifies a mechanism for exchanging tamper-proof key fingerprintsin SDP using SIP Identity
(RFC 4474).

DTLS-SRTP is the mechanism that has been chosen for the WebRTC standard and it is widely im-
plemented in web browsers. It is also supported by the Asterisk and FreeSWITCH projects and some
softphones including Jitsi.
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ZRTPisaso supported in a number of products, including Asterisk, FreeSWITCH and the Jitsi soft-
phone. ZRTP is not currently supported in WebRTC browsers athough it is preferred by products
that focus on the privacy of personal communication between people who know each other, such as
the Lumicall app.

Supporting multiple schemes

For encryption to be effective, users must know when it is working. For this reason, many products
started out with a simple all-or-nothing approach. If the encryption setting is enabled, the product will
only permit calls to and from peers using them same encryption settings. Users could then conclude
that any call that connects successfully is encrypted correctly.

Furthermore, the way that an SDP offer/answer exchange is designed, a media descriptor either has
crypto attributes or it doesn't. There is no simple way for an endpoint to insert the attributes in the
SDP and hint that they are optional. If they are present, the peer must act asif they are mandatory and
reject the call if it is not capable of using encryption.

Some phones have an option to send two media descriptorsin SDP, one of them with crypto attributes
and the other without. However, some other phones don't understand this type of SDP and reject the
call completely, soitis not areliable strategy.

Some phones have an option to try the call with encryption enabled and if it is rejected, automatically
try again without encryption. This strategy is not glamorous but it has wider compatibility.

Recommendations for maximizing connectivity

Generally, SDES SRTP should be avoided and should not enabled except for very specific cases. Do
not enable SDES SRTP for arbitrary calls across the Internet as a means to improve compatability:
the risks outweigh the benefits. The cases where you may use SDES SRTP include situations where
you have I P phones that don't support any other form of encryption and connections to SIP trunking
providerswho don't support any other form of encryption. In these special cases, ensurethat the SDES
SRTP calls are only possible for the specific IP addresses or SIP accounts that you designate. Note
that when you configure a connection profile in the PBX to use this encryption mode with certain
peers, it may not be able to use the same connection profile for any other peers who don't use SDES
SRTP. Thisisthe all-or-nothing scenario.

When making calls, do not try to use the approach that involves sending multiple media descriptors,
onewith crypto attributes and the other without. For all other calls, use software that tries to make the
call using DTLS-SRTP and if that fails retries the call using ZRTP. If encryption is not essential for
you, alow callsto proceed even when ZRTP does not secure a connection.

When receiving cals, be willing to accept calls using either DTLS-SRTP or ZRTP and possibly with-
out any encryption at all, depending upon your requirements. A SIP proxy can inspect the SDP to de-
termine which type of encryption is attempted and route the call appropriately. For example, depend-
ing upon which attributes are present, the SIP proxy could route the call to an Asterisk si p. conf
profile with DTLS-SRTP support or to another profile with ZRTP support. Alternatively, you may
use a softphone that is capable of recognizing and accepting either type of encryption.

Throughout this guide, we present further details about how to achieve all of the above with the prod-
ucts described herein.

Recommendations for security

The recommendationsin the previous section will help optimize connectivity, by enabling more calls
to connect successfully. Additional stepsare required to ensure you fully benefit from the security that
encryption can provide, these are described here.

If you are enabling and relying on DTLS-SRTP with SIP, make sure you also use SIP Identity (RFC
4474) and use SIP Identity to authenticate the key fingerprints (RFC 5763).
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Optimizing Connectivity

If you pass calls through intermediate network components such as Session Border Controllers or a
PBX where the media streams are decrypted and re-encrypted, you need to think carefully about the
impact on authentication. For example, you may configure the PBX to enforce identity verification
and then tell usersthat all calls that have come through the PBX can be trusted.

If using phones or softphonesthat are configured to work with or without encryption (thisisreferred to
as opportunistic encryption), it is very desirable for them to give the user an indication about whether
each call is encrypted. Otherwise, the user should be told to assume that calls are not encrypted.

Use ICE and a TURN server

A TURN server provides a standard way to relay media on behalf of users who are stuck on a NAT
network. The Interactive Connectivity Establishment (ICE) protocol uses the TURN server to help
explore network topology and give immediate feedback if the call is not possible, eliminating the
menace of ghost calls.

Several TURN servers are now available in convenient Linux packages, see Chapter 10, ICE/STUN/
TURN server installation for details about selecting and installing one.

Use the TLS transport for SIP signalling

When SIP messages are sent over UDP, there are severa things that go wrong. The first problem is
that large SIP messages can be fragmented by the IP stack and some fragments are not delivered.

When ICE is used, the SIP message contains a larger SDP body to encapsulate the | CE candidates.
When a softphone attempts a video call, the combination of the video and audio descriptors further
enlarges the SDP. More and more frequently in modern RTC deployments, SIP messages sent over
UDP exceed the maximum transmission unit and are subject to fragmentation. |P packet fragments
are not always routed correctly by other intermediate network components. This was not a problem
in the early days of SIP when the vast mgjority of devices only supported a limited number of audio
codecs and overall packet sizes were well under one kilobyte.

A moreaobscureissueisthe presence of routersin homesand small officesthat claim to have SIP hel per
capabilities. These routers try to modify the SIP messages to help them through NAT. In redlity, the
modifications made by the router can clash with the | CE protocol or other NAT discovery techniques
used by the phone or the server.

Sending al the SIP messages over a TLS connection eliminates all of these problems. While there
is slightly more effort involved to create a certificate for the server, it saves an enormous amount of
ongoing support effort.

See Chapter 9, TLS certificate creation for details about creating the TLS certificates for SIP and
XMPP.

Getting through firewalls

When auser isin adeveloped country, at their home or using a mobile Internet connection, they may
be behind a NAT router but the firewall on these devices is usualy very permissive for connections
initiated by the user. In the vast mgjority of cases, the user will be able to initiate outbound TCP con-
nectionsto any destination (such as a SIP, XM PP or WebSocket server on any arbitrary port number)
and will be able to send and receive UDP.

For some NAT routers, the UDP flows will only work reliably when the peer is using a public IP
address. This problem is automatically detected by ICE connectivity checks and it is resolved by
sending the UDP packets through the TURN server.

For userswith more repressive Internet providers, in some | ess sophisticated wifi hotspots and in some
corporate networks there are more aggressivefirewall policies. With alittle care, the RTC deployment
can be designed to work reliably in many of these environments too.
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Thefirst issueis the signalling connection, whether it is SIP, XMPP or WebSockets. More restricted
corporate networks block outgoing TCP connections, except for those on port 80 or 443, which they
redirect to atransparent proxy.

As aconseguence of this TCP blocking, it should be anticipated that the user's softphone may need to
usethe HTTP proxy for all RTC traffic, including media streaming and signalling.

HTTP Proxy servers have a number of issues. Older proxy servers do not understand the WebSocket
protocol and newer proxy servers are not aways configured to allow the WebSocket protocol by de-
fault. To avoid these problems, it is recommended that the WebSocket connection should always use
TLS (WebRTC clientsusesawss: // URL instead of aws: // URL) and the port 443 only. Many
HTTP proxy servers are correctly configured to allow the web browser to use the HTTP CONNECT
method to initiate pass-through connectionsto ht t ps: // URLsusing the default port, 443. Some-
times, however, the HTTP proxy does not allow any port other than 443. Thanks to the encryption
provided by TLS, the proxy server can not observe whether the HTTP CONNECT method is being
used to reach aweb server, a SIP server, a WebSocket server or even something else such asan ssh
server. Therefore, all services, including SIP over TLS, XM PP client connectivity (c2s), TURN over
TLS and WebSockets, should listen on port 443 so that any of them can be reached by a user stuck
behind aHTTP proxy.

The next issueisthe transmission of UDP. In some networks, users simply can not exchange any UDP
packets with external hosts. The only resolution to this issue is to tunnel the UDP packets through
TCP. Fortunately, the TURN server can also assist, as the TURN specification includes support for
tunneling packets through a TLS connection. To maximize the chance of success, it is recommended
that the TURN server is also configured to listen on port 443 so that the connection to the TURN
server will be able to pass through HTTP proxy servers using the HTTP CONNECT method.

This strategy often requires severa different processes (the standard SIP server, the XMPP c2s ser-
vice, the webserver hosting a WebRTC phone, the WebSocket server and the TURN server) to all
listen on the same port, 443. For multiple processes to use the same port, it is hecessary to either have
a different public IP address for each process or to use a solution for port multiplexing, such as the
sslh daemon.

With these strategies, connectivity will be possible for the vast majority of Internet users, whether at
home, at the office or on the road.
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Chapter 5. DNS setup

The DNS records to be created are detailed in Table 5.1, “DNS records for the example’

Table5.1. DNSrecordsfor the example

Record Name Type Value

serverl A 198. 51.100. 19

serverl AAAA 2001: DB8: 1000: 2000: : 19

turn-server A 198. 51. 100. 19

turn-server AAAA 2001: DB8: 1000: 2000: : 19

Si p- pr oxy A 198. 51. 100. 19

Si p- pr oxy AAAA 2001: DB8: 1000: 2000: : 19

Xnpp- gw A 198. 51. 100. 19

Xnpp- gw AAAA 2001: DB8: 1000: 2000: : 19

_stun. _udp SRV 0 1 3478 turn-server.exanple.org.

_turn. _udp SRV 0 1 3478 turn-server.exanple.org.

_sips. _tcp SRV 0 1 5061 sip-proxy.exanple.org.

_Xnpp-client. _tcp SRV 5 0 5222 xnpp-gw. exanpl e. org.

_Xnpp-server. _tcp SRV 5 0 5269 xnpp-gw. exanpl e. org.

@ NAPTR 10 0 "s" "SIPS+D2T" "" _sip-
s. _tcp. exanpl e. org.

@ NAPTR 10 0 "s" RELAY: turn.udp ""
_turn. _udp. exanpl e. org.

Using non-standard ports

RTC makes use of DNS SRV records for load-balancing and failover. A key feature of the SRV
record is that the TCP or UDP port number is specified in the record. Table 5.1, “DNS records for the
example” demonstrates the use of standard port numbers for SIP, TURN and XM PP.

If users are connecting to the service from arbitrary locations, including public wi-fi hotspots, hotels
and the offices of other companies, they will almost certainly encounter firewallsthat only allow traffic
to pass on alimited range of port numbers or through HTTP proxy servers.

For thisreason, it is common to operate RTC services on port 443 instead of the normal port numbers.
Two or more processes can't listen on the same port number on the same IP address. When all the
RTC processes have to use port 443, it is necessary to have a different |P address for each process.
Table 5.2, “Protocols using port 443" gives a summary of the ports to change.

Table5.2. Protocolsusing port 443

Protocol Default port Non-standard port
STUN/TURN over TLS 5349 443
SIPover TLS 5061 443
XMPP client 5222 443
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Sample DNS zone file

See Example 5.1, “1SC Bind zonefile entries’ for an example of how to write the entries for the zone
file. For the purposes of the example, this file would be / et ¢/ bi nd/ db. exanpl e. or g on the
nameserver host.

Example5.1. ISC Bind zonefileentries

; the server where everything will run
serverl IN A 198. 51. 100. 19
serverl IN AAAA  2001: DB8: 1000: 2000: : 19

; Use dif

ferent nanes

for each service.

; Don't use CNAMEs, the SRV records (further down)

; can't point to CNAME records.

turn-server I'N A 198. 51. 100. 19
turn-server I'N AAAA  2001: DB8: 1000: 2000: : 19
Si p- pr oxy I'N A 198. 51. 100. 19

Si p- pr oxy I'N AAAA  2001: DB8: 1000: 2000: : 19
Xnpp- gw I'N A 198. 51. 100. 19

Xnpp- gw I'N AAAA  2001: DB8: 1000: 2000: : 19
; DNS SRV for STUN / TURN

_stun. _udp IN SRV 0 1 3478 turn-server.exanpl e.org.
_turn._udp IN SRV 0 1 3478 turn-server.exanpl e.org.

; DNS SRV and NAPTR records for SIP

_sips. _tc

@

p IN SRV
I N NAPTR
I N NAPTR

;: DNS SRV records for

_xnpp-cli
_Xnpp- ser

ent. _tcp IN
ver. _tcp IN

0 1 5061 sip-proxy.exanple.org.
10 0 "s" "SI PS+D2T" "" _sips._tcp. exanpl e. org.
10 0 "s" RELAY:turn.udp "" _turn._udp. exanple. org.

XMPP Server and Cient nodes:
SRV 5 0 5222 xmpp-gw. exanpl e. org.
SRV 5 0 5269 xnmpp-gw. exanpl e. org.

Testing the DNS settings

Usethedi g command to test, as demonstrated in Example 5.2, “ Inspecting DNS entrieswith di g”

Example 5.2. Inspecting DNS entrieswith di g

$dig -t
10 0 "s"

$dig -t
0 1 5061

naptr +short
" S| PS+D2T" "

exanpl e.org
_sips._tcp.exanpl e.org.

srv +short _sips. _tcp.exanple.org.
si p- proxy. exanpl e. org.
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Chapter 6. Firewall rules

Overview of firewall ports

Table6.1, “Firewall rulessummary” and Table 6.2, “Firewall rulessummary (IPv6)” list each firewall
rule that is required for the test addresses described in the section called “ Example network used in
the documentation”.

Table6.1. Firewall rulessummary

Purpose IP Pro-| Source| Source Dest Addr Dest

tocol | Addr Port Port

RTP media (both SIP|UDP  |Any |Any [198.51.100. 19 49152
and XMPP, audio and to

video) 65535

TURN session con-|UDP |Any Any 198. 51. 100. 19,198. 51. 100. 20|3478
trol

STUN NAT discov-|UDP |Any Any 198. 51. 100. 19,198. 51. 100. 203479

ery (RFC 3489)

SIP signalling TCP |Any Any 198. 51. 100. 19 5061
SIP over WebSocket| TCP  |Any Any 198. 51. 100. 19 443
(TLS)

XMPP  Server sig-|TCP  |Any Any 198. 51. 100. 19 5222
nalling

XMPP Client sig-|TCP  |Any Any 198. 51. 100. 19 5269
nalling

Table 6.2. Firewall rulessummary (I1Pv6)

Purpose IP Pro-| Source | Source Dest Addr Dest
tocol | Addr | Port Port

RTP media (both SIP|[UDP  |Any Any 2001: DB8: 1000: 2000:: 19 49152
and XM PP, audio and to
video) 65535
TURN session con-|UDP |Any Any 2001: DB8: 1000: 2000: : 19 3478
trol
SIP signalling TCP |Any Any 2001: DB8: 1000: 2000: : 19 5061
SIP over WebSocket| TCP  |Any Any 2001: DB8: 1000: 2000: : 19 443
(TLS)
XMPP Server sig-|TCP  |Any Any 2001: DB8: 1000: 2000: : 19 5222
nalling
XMPP Client sig-|TCP |Any Any 2001: DB8: 1000: 2000: : 19 5269
nalling

NAT considerations

Many networks use NAT to minimize cost, conserve public IP addresses and to avoid direct routing
from the public Internet. RTC applications can work in aNAT environment, however, there are some
points to be aware of.
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One common technique used for web servers involves hosting the public IP address on the firewall
and creating a port forwarding rule redirecting al incoming connectionsto the internal |P address of a
web server. Thisapproach works for some types of services, suchasHTTP, but it does not work for all
types of RTC traffic. In particular, it isessential that the TURN server process runs on a host with two
public IP addresses. A SIP server may work with port forwarding, but care needs to be taken to ensure
the record-route URI matches the external |P address. Using SIP over TLS and SIP over WebSockets
with port forwarding is more likely to work than trying to port-forward SIP over UDP traffic.

The TURN server does not need to have an IP address on the private network but it does need to be
routable from the private network. The TURN server could be hosted in a DMZ or even using an
external hosting provider.

If you choose to operate a SIP Session Border Controller (SBC), it will probably need to have both
apublic IP address and a private IP address.

Setup with i pt abl es on Linux

Example 6.1, “Firewall setup with i pt abl es” provides a basic example for Linux firewalls using
i pt abl es. If using afirewall framework like Shorewall then please consult the relevant documen-
tation to open the same ports.

Example 6.1. Firewall setup with i pt abl es

iptables -1 INPUT -p udp -d 198.51.100.19 --dport 3478 -j ACCEPT
iptables -1 INPUT -p udp -d 198.51.100.20 --dport 3478 -j ACCEPT
i ptables -1 INPUT -p udp -d 198.51.100.19 \

--dport 49152: 65535 -j ACCEPT
i ptables -A INPUT -p tcp -d 198.51.100.19 --dport 5061 -j ACCEPT

i ptables -A INPUT -p tcp -d 198.51.100.19 --dport 5222 -j ACCEPT
i ptables -A INPUT -p tcp -d 198.51.100.19 --dport 5269 -j ACCEPT

i p6tabl es -1 INPUT -p udp -d 2001: DB8: 1000: 2000: : 19 \
--dport 3478 -j ACCEPT
i p6tabl es -1 INPUT -p udp -d 2001: DB8: 1000: 2000: : 19 \

--dport 49152: 65535 -j ACCEPT

i p6tabl es -A INPUT -p tcp -d 2001: DB8: 1000: 2000: : 19 \
--dport 5061 -j ACCEPT

i p6tabl es -A INPUT -p tcp -d 2001: DB8: 1000: 2000: : 19 \
--dport 5222 -j ACCEPT

i p6tabl es -A INPUT -p tcp -d 2001: DB8: 1000: 2000: : 19 \
--dport 5269 -j ACCEPT

It is highly recommended that the firewall rules for RTP packets are placed at the beginning of the
chain, asthese packets aretime sensitive and over 99% of the RTC trafficiscarried in the RTP packets.
Putting them lower in the chain will mean that the CPU does more work eval uating each packet before
it finds the matching rule. That would lead to wasted CPU cycles and potential latency or congestion
issues for all real-time applications on the server.

When you deploy additional RTC applications (such as Asterisk or FreeSWITCH) behind the firewall,
you may want to allow RTP traffic to travel directly to those servers too while only allowing the SIP
traffic to go through the SIP proxy.
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Chapter 7. User and credential
storage

Most of the products described in this document, including SIP proxy servers, XM PP servers, TURN
servers and soft PBXes offer a range of choices for maintaining a user database and storing user
credentials.

Credentials

Personal account names or extension numbers

Anissuethat arises early in many discussions about thistopic iswhether to use email addresses of the
form user name@xanpl e. or g or to use extension numbers as the account identifiers.

In most cases, users still need to be able to be contactable using either type of address, but the question
remains: should their phonelogin to the system using anamed username or using an extension number?

Extension numbers are the standard in many traditional phone systems and some people have simply
tried to replicate this model when moving to IP-based RTC.

There are three big reasons why numbers are popular: humbers can be dialed from anywhere elsein
the PSTN, numbersare easier to dial for peoplewho are not calling from acomputer (phonesonly have
12 buttons) and there is not always a one-to-one mapping between people and phones. One additional
feature of numbers is that they are dlightly less personal, somebody does not know exactly who will
answer when they call alandlinein ahouse shared by alarge family and when somebody leavesajab,
their phone number can be assigned to their successor.

Mobile telephones and smartphones in particular have dramatically reduced the significance of these
factors that encouraged the continued use of numbers. For example, the inconvenience of manually
dialing a SIP or XMPP address is not such a big factor because people are more likely to have these
detailsin their address books.

Phone numbers al so have disadvantages. One of theseisthe dependency on phone companies, the I TU
and government bureaucracies who administer the numbering system. Users can be forced to change
their phone number when changing provider. Dialing codes change, making it necessary to update old
records in an address book. Each group of numbersis tightly bound to the infrastructure of a specific
the telephone exchange, leading to inflexibility when relocating or when alocal service outage occurs.

Recommendation

Use alphabetic usernames rather than extension numbers internally. SIP, XM PP and email each sup-
port adlightly different set of characters in usernames so only use the set of characters supported for
all protocols. Wherever adeviceis being used with named accounts, such as adesktop PC where users
login and have access to their own company email account, or a smartphone that is only used by one
person and has been configured to access a named email account, provision the same personalized
SIP/XMPP address on that device. Where adeviceis shared, such as a conference room phone, create
anamed account for that purpose.

Itisgenerally helpful if the same usernameisused for login, email address, SIP and XM PP addresses.
If the login names are not the same as email addresses, use the email addresses as the SIP and XMPP
addresses.

To give users the convenience of dialing extension numbers from regular phones, create mappings
from the extension numbers to the usernames.

20



User and credential storage

This strategy offers significantly more potential for the future as more and more services will rely on
usernames and fewer services will place emphasis on phone numbers.

When using this strategy, it is necessary to implement mappings from phone numbers to usernames
as part of the ingress processing and for calls that go out to the PSTN over SIP or ISDN trunks, it
is necessary to implement the reverse mapping, ensuring that the caller ID of each outgoing call is
personalized based on the internal username.

Password encryption

Itisnot strictly necessary to use passwordsfor SIP, XMPP and TURN, you can use certificate authen-
tication instead. Nonetheless, many people find that some of their users can only support password
authentication or they don't want the complexity of managing public key infrastructure (PK1).

XMPP transmits passwordsin cleartext, so all XM PP connections should be secured with TLSto avoid
eavesdropping. The benefit of this approach isthat XM PP users can be authenticated against any type
of pre-hashed passwords or using a method such as LDAP bind to verify the supplied credential.

SIP and TURN use a DIGEST agorithm very similar to HTTP DIGEST. The DIGEST agorithm
requiresthe server to have either an unencrypted copy of the password, a password encrypted with the
HA1 algorithm or a service (such as RADIUS) that can perform delegated DIGEST authentication.

If unencrypted passwords are available, then the SIP and TURN servers can use them to construct the
HA1 hash value or you can precompute the HA1 values and store them in a database.

Warning

HA1 hash values should be considered as sensitive as unencrypted passwords. Even though
the plaintext password can't be recovered in a simple manner, anybody in possession of the
HA1 value is able to use it to construct a response to a HTTP or SIP DIGEST challenge,
thereby impersonating the user who owns that password. Therefore, do not keep HA1 hash
values in world-readable configuration files or publicly accessiblein LDAP.

HA1 in detalil

The HA1 hash includes the username, the password and the realm. A HA1 hash can be easily con-
structed at the UNIX command line as demonstrated in Example 7.1, “ Computing HA1".

Example 7.1. Computing HA1

$ echo -n "alice:exanple.org:secret"” | nmd5sum
543elaec5d3614f 03141652d6ada51b2 -
$ echo -n "alice@xanpl e.org: exanpl e. org: secret” | nmd5sum

1441a999b257bcdOcf 5166930039876a -
In both examples, therealmisexanpl e. or g.

In the first case, the user authenticates using the username al i ce. In the second case, the user au-
thenticates using the username al i ce@xanpl e. or g. This second permutation is referred to by
some products as HA1B. Some people prefer to use the full user @domain syntax to support virtual
hosting with asingle realm value on asingle SIP proxy or TURN server.

Databases
RADIUS

IETFdr af t - st er man- aaa- si p- 04 describes a mechanism for RADIUS servers to participate
in a SIP DIGEST challenge/response without the SIP proxy having a copy of the password or HA1

21



User and credential storage

value at al. Thisisimplemented by the FreeRADIUS project in the module r | m di gest [http:/
wiki.freeradius.org/modules/RIm_digest] and supported by all the major SIP proxy servers.

At the time of writing, work isin progress to enable RADIUS to participate in TURN authentication
in the same way.

LDAP

If LDAPisin use, you may wish to consider storing the HA1 valuesin the LDAP directory. Each time
auser iscreated or auser changes their password, the LDAP server will need to update the HA 1 hash
aswell as updating any other copies of the password hashed with other algorithms.

For example, the OpenLDAP server allows such logic to beimplemented in an overlay, thisis aready
demonstrated in the smbk5pwd modul e for hashing copi es of the user's password in various algorithms
used by Windows.

Dueto the sensitive nature of the HA1 values, they should be stored in an attribute that is not readable
to any other user or anonymous access. Example 7.2, “OpenLDAP ACL for protecting halPass-
wor d” demonstrates how to protect the halPasswor d so it can only be read by a user cn=si p-
pr oxy, dc=exanpl e, dc=or g.

Example 7.2. OpenLDAP ACL for protecting halPasswor d

access to attr=halPassword
by self =xw
by dn="cn=si p- pr oxy, dc=exanpl e, dc=or g" read
by anonynous auth
by * none

LDAP can aso be used to assist in routing as described in Chapter 15, Adding ENUM to DNS.

SQL databases

Many RTC products have some capability to interact with an SQL database to obtain user credentials,
configuration settingsand routing information. Example 7.3, “ SQL tablefor repro users’ demonstrates
atypical schema.

Example 7.3. SQL tablefor repro users

CREATE TABLE users (
i d SERI AL PRI MARY KEY,
user name VARCHAR(64) NOT NULL,
donmai n VARCHAR( 253),
real m VARCHAR( 253) ,
passwor dHash VARCHAR(32),
passwor dHashAl t VARCHAR(32),
name VARCHAR(256),
emai | VARCHAR( 256) ,
f orwar dAddr ess VARCHAR( 256)

)

Each product has adifferent schema, however, itispossibleto create auser list tablethat aggregatesall
the columns required to satisfy multiple processes and then create SQL viewsto present the datawith
the column names required by the individual applications. For example, asingle user list table can be
created for use by Asterisk (the si ppeer s table) and used by repro (using a view instead of areal
user s table) as demonstrated in Example 7.4, “ SQL view presenting Asterisk usersto repro”. repro
simply doesn't require many of the columns used by Asterisk. Notice that Asterisk'ssi ppeer s table
doesn't contain adomain or realm column for each user, these are stored elsewhereinthesi p. conf
file, so for repro, they are specified as constant values in the SELECT query.

22


http://wiki.freeradius.org/modules/Rlm_digest
http://wiki.freeradius.org/modules/Rlm_digest
http://wiki.freeradius.org/modules/Rlm_digest

User and credential storage

Example 7.4. SQL view presenting Asterisk userstorepro

CREATE VI EW users AS

SELECT
id,
name AS user nane,
'"ny_domai n' AS donai n,
"my_realm AS realm
nd5secret AS passwor dHash,
NULL As passwordHashAl t,
NULL AS nane,
NULL AS email,
NULL AS forwar dAddr ess

FROM si ppeers;

Setting up PostgreSQL for SIP users

The packagesfor the repro SIP proxy include SQL schemafilesfor creating tables. Example 7.5, “In-
stall PostgreSQL on Debian or Ubuntu” demonstrates how to install the PostgreSQL server package.
Example 7.6, “ Configure PostgreSQL and load schema’ demonstrates how to use the cr eat edb
command to create a database called r epr o and use the psql command to log in as the DBA and
create auser calledr epr o for the SIP proxy. Thefina psql command usesthe schemafileto create
the tables.

Example 7.5. Install PostgreSQL on Debian or Ubuntu

$ sudo apt-get install postgresgl postgresqgl-client

Example 7.6. Configure PostgreSQL and load schema

$ sudo su - postgres

post gres$ createdb repro

post gres$ psql

post gres=# create user repro password 'abc’

post gres=# \q

postgres$ exit

$ su vi /etc/postgresql/9.4/ main/pg_hba. conf

$ su systenctl restart postgresql

$ psgl -Urepro -Wrepro < /usr/share/doc/repro/create_postgresqgl _reprodb. sq

Product-specific file formats

Each product also supports some nativefileformats. For example, repro can storeuser datain Berkeley
DB files while Asterisk can store usersin the si p. conf text file. The Prosody XMPP server can
storeits datain JSON files. In some cases, the files are maintained by the administrator using a text
editor and in other cases they are updated at runtime by the application.

To eliminate the risk of runtime dependencies on databases, it is relatively straightforward to create a
script that periodically extracts user data from a database and creates files for the relevant processes
to consume. If one of the processes has to start up or continue operating during a database outage, it
will be able to do so using the last copy of thefile.

Conclusion

A guide like this can't proscribe the correct solution for every scenario. This chapter simply aims to
raise awareness of al the options for storing usernames and credentials and making them accessible
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to RTC processes. System administrators and developers will need to consider the infrastructure that
isaready present when deciding which of these options are most relevant for agiven site.
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The packages are available in a convenient format in popular Linux operating systems including De-
bian [http://www.debian.org/distrib/], Ubuntu [ http://www.ubuntu.com] and Fedora[http://fedorapro-
ject.org/get-fedora-all]. the section called “ Choice of operating system” discusses the choice of oper-
ating system.

If using Debian 8 (jessie) you must use the reSIProcate 1.10.x packages from jessie-backports [http:/
backports.debian.org/Instructions/].

Usersof Red Hat Enterprise Linux (RHEL) and CentOS can easily build thereSI Procate package using
r prbui | d. All required dependencies are available in the operating system or the EPEL collection.

It is strongly recommended that you either use 1.9.7-4 or later. Previous versions available in older
distributions do not have the most recent fixes for OpenSSL SSLv23_net hod issues. For any new
installations, it is recommended to start with version 1.10.0 or later asit offers several more improve-
mentsin features and interoperability.

Install the operating system using the normal process, set up an I P address on the machine and make
sure network connectivity is working.

If you are not familiar with server installation, a useful resource isthe Debian Administrator's Hand-
book [http://debian-handbook.info].

Debian/Ubuntu servers

To set up both of the IP addresses on the same box (as required by the ICE/STUN/TURN protocol),
modify the / et ¢/ net wor k/ i nt er f aces file as demonstrated in Example 8.1, “Adding IP ad-
dressesin/ et ¢/ networ k/ i nterfaces”.

Example 8.1. Adding IP addressesin/ et c/ networ k/ i nterf aces

al I ow hot pl ug et h0
i face ethO inet static
address 198.51.100. 19
net msk 255. 255. 255.0
network 198.51.100.0
broadcast 198.51. 100. 255
gateway 198.51.100.1
up i p addr add dev ethO 198.51. 100. 20/ 24 scope gl oba

iface ethO inet6 static
address 2001: DB8: 1000: 2000:: 19
net mask 64
gat eway 2001: DB8: 1000: 2000: : 1
dns- nameservers 2001: DB8: 1000: 2000: : 5
dns-search exanple.org

Noticethelineusing thei p addr add command to add the additional 1P address.

Fedora, RHEL and CentOS servers

To set up both of the | P addresses on the same box (asrequired by the |ICE/STUN/TURN protocol), see
the documentation about alias and clone files [http://docs.fedoraproject.org/en-US/Fedora/17/html/
System_Administrators_Guide/s2-networkscripts-interfaces-alias.html] for network interfaces
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Chapter 9. TLS certificate creation

Certificates are an essential security mechanism for most federated and distributed technologies on
the Internet.

Certificates may be referred to as X.509 certificates, SSL certificates or TLS certificates. For most
purposes, these terms all refer to the same thing and the term TL S certificate is used throughout this
documentation.

The prices of TLS certificates vary significantly. It is not necessarily useful to purchase the most
expensive one.

The free TLS certificates from the Let's Encrypt Project [https://letsencrypt.org/], which is supported
by the EFF and Linux Foundation, are agood choice for the vast majority of RTC projects, including
WebRTC. Let's Encrypt is not just a new Certificate Authority, they also promote the use of an au-
tomated tool for the acquisition and renewal of certificates. This dramatically reduces the amount of
manual effort involved in using certificates, especially for people who host multiple sitesand domains.
That said, theinitia version of the Let's Encrypt tool has been designed for use with web servers and
some manual tweaking is required to use it with SIP, XMPP, WebSocket and TURN servers. Early
versions of the tool also failed to operate correctly on some servers with IPv6 addresses and some
Apache configurations, although most of these issues were resolved by mid-2016.

Y ou do need to make sure that the certificate issued by the Certificate Authority (CA) includes both
the TLS client and TLS server Extended Key Usage (EKU) extensions, some only include the latter.
The free certificates from StartSS./StartCom do not have the TLS client extension and can't be used.
The Gandi.net SSL Standard certificate [ https://www.gandi .net/ssl/standard#singl €] which costs about
$16 (free with adomain registration or transfer) is known to be suitable.

If you are using some older P desk phones, the phones may not have support for the Let's Encrypt
root certificate in their firmware. If thisis the case, you may need to update the firmware, obtain a
newer model phone or use certificates from a more established Certificate Authority. For example,
some older Polycom phones do not work with Let's Encrypt but they work fine with the low cost
Gandi.net certificates.

Certificate Common Name

Certificates confirm the identity of aservice. Theidentity is specified by the Common Name (CN) and
in some casesthe subj ect Al t Name embedded in the certificate.

Some vendors refer to subj ect Al t Nane certificates as SAN certificates. This acronym is more
commonly used for Storage Area Network and can cause confusion.

Early versions of the federated X M PP specification proposed a custom OID, xmppAddr , rather than
usingsubj ect Al t Nane. This practice was not widely supported by certificate authorities. Further-
more, it meant that such certificates could not be used for purposes other than XM PP, such as SMTP
email or SIP. The XMPP specification has since been relaxed and it is how possible to use asingle
certificate on a server for SIP, XMPP, SMTP and other purposes.

Many web sitesuseaname suchaswww. exanpl e. or g andincludethewwwprefix inthe CN intheir
certificate. When purchasing a certificate for SIP and XMPP, it isimportant to ensure that the certifi-
cate containsa CN or subj ect Al t Narme that specifies the domain aone. For the exanpl e. or g
domain, the certificate should include CN=exanpl e. or g or subj ect Al t Nane=exanpl e. org
and not something like CN=www. exanpl e. or g.

In awildcard certificate, the CN will include an asterisk (*), for example, CN=*. exanpl e. or g.
This type of certificate can be used for the domain exanpl e. or g and subdomains or hostnames
such aswww. exanpl e. or g or nai | . exanpl e. org.
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Some organizations have wildcard certificates for all servers/subdomains in the organization. These
are not aways suitable for RTC purposes, in particular, RFC 5922 section 7.2 [https.//tools.iet-
f.org/html/rfc5922#section-7.2] prohibits the use of wildcard certificates for SIP. Some SIP products
offer the ability to override this restriction and use wildcard certificates anyway, however, thisis not
suitable for the public Internet as you can't be sure that other servers will have the same override
enabled.

The correct domain needs to be specified when creating the certificate signing request (CSR) and
should be confirmed by the CA in their web-based ordering form. If using the Let's Encrypt utility to
obtain certificates, this part of the process is automated.

Install the OpenSSL utility

Make sure the OpenSSL package is available, it can be installed using the package manager as
demonstrated in Example 9.1, “Installing openss| on Debian/Ubuntu” and Example 9.2, “Installing
openssl| on Fedora/RHEL/CentOS’.

Example 9.1. Installing openssl| on Debian/Ubuntu

$ sudo apt-get install ssl-cert openssl

Example 9.2. Installing openss!| on Fedora/RHEL /CentOS

$ sudo yuminstall openssl

Install the Let's Encrypt cert bot utility

If you have decided to use Let's Encrypt certificates, it is necessary to install the cert bot util-
ity or an equivalent utility implementing the Automated Certificate Management Environment
(ACME) [https://en.wikipedia.org/wiki/Automated Certificate Management_Environment]. Install
cer t bot using the package manager as demonstrated in Example 9.3, “Installing cer t bot on De-
bian/Ubuntu” and Example 9.4, “Installing cer t bot on Fedora/RHEL/CentOS’.

Example 9.3. Installing cer t bot on Debian/Ubuntu

$ sudo apt-get install -t jessie-backports ssl-cert certbot

Example 9.4. Installing cer t bot on Fedora/RHEL /CentOS

$ sudo yuminstall certbot

Install a TLS certificate using Let's Encrypt
(certbot)

If using aweb server for exactly the same domain name as your RTC service, it is possible to use the
cert bot command for your web server to setup the certificate the first time.

If thereisno HTTPS web server for the domain, itispossibleto usethecert bot cert onl y sub-
command to request a certificate.

Asthecert bot utility isstill quite new and evolving, it isrecommend that you consult thecer t bot
web site [https.//certbot.eff.org/] for the most up-to-date detailed instructions.

After running cer t bot , the certificate files will be present at locations such as/ et ¢/ | et sen-
crypt/livel exanpl e. org/ full chai n. pemand the private key files will be present at lo-
cationssuchas/ etc/ | et sencrypt/|ivel/ exanpl e. org/ pri vkey. pem
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Install a TLS certificate manually

If you have decided not to use Let's Encrypt and cer t bot , use these instructions to create your
certificate(s) manually. Otherwise, this section can be skipped.

On each Linux platform, there are different locations for private key filesand local server certificates.
To simplify the examples, we define environment variables referring to them. See Example 9.5, “PKI
directories (Debian/Ubuntu)” and Example 9.6, “ PKI directories (Fedora/RHEL /CentOS)”.

On the server, create an RSA key pair and a certificate signing request (CSR) as demonstrated in
Example 9.7, “ Creating RSA key pair and CSR".

Example 9.5. PKI directories (Debian/Ubuntu)

$ PKI _HOVE=/ et ¢/ ssl

$ PRI VATE_KEY DI R=${ PKI HOVE}/ pri vate
$ CERT_DI R=${ PKI _HOVE}/ public

$ CSR DI R=${ PKI HOVE}/ csr

Example 9.6. PK1 directories (Fedora/RHEL/CentOYS)

$ PKI _HOVE=/etc/pki/tls

$ PRI VATE_KEY_ DI R=${ PKI HOVE}/ pri vate
$ CERT DI R=${PKI HOVE}/certs

$ CSR DI R=${ PKI HOVE}/ csr

Example 9.7. Creating RSA key pair and CSR

$ My_DOVAI N=exanpl e. org
sudo nkdir -p $PRI VATE KEY_DI R
PRI VATE_KEY_PEM=${ PRI VATE_KEY_DI R}/ ${ MY_DOVAI N} - key. pem
CSR_PEM=${ CSR DI R}/ ${ MY_DOVAI N} - csr . pem
sudo openssl genrsa -out ${PRlI VATE KEY_PEM 2048
sudo chnmod 0640 ${ PRI VATE_KEY_PEM
sudo chgrp ssl-cert ${PRlI VATE_KEY_PEM
sudo nkdir -p ${CSR DIR} ${CERT_DI R}
sudo openssl req -new \
-key ${PRI VATE_KEY_PEM \
-out ${CSR PEM \
-subj "/ CN=${ MY_DOVAI N} "
$ sudo cat ${CSR_PEM

B PR HHHPH RSP

Your CA will ask you to copy the CSR text and paste it into a form on their web site. The CA will
now issue a certificate; it may be displayed in the browser or sent to you by email. Copy and paste it
into the server after the cat command in Example 9.8, “Installing the certificate”, pressing CTRL-
D or typing EOF to finish.

If the CA provides an intermediate certificate, you must also append it to the certificate file. The
certificatefile should contain the certificatefor your domain, following by eachintermediate certificate
in order up to but not including the root.

Example 9.8. Installing the certificate

$ sudo cat > /etc/ssl/public/${M_DOVAI N}. pem << EOF

————— BEA N CERTI FI CATE- - - - -

M | HWTCCBUGgAW BAgl DCk GKMAOGCSqGSI b3 DQEBCWUAMHk x EDAOBgNVBAOTB1Jv
b3QyQOEXxH AcBgNVBAS TFWhOdHAGLY93d3cuY2Fj ZXJOLnByZz Ei MCAGALUEAX MZ
QEgQ@VydCBTaWluaWsnl EF1dGhvem 0e TEhMBSGCSqGS! b3DQEJARYSc 3Vine Oy
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d+pLncdBusf A46A/ 5H2kj XPEkvf 0XNzczqAGNXL] i / L6hOn1kGLr Po8i dck9UB0
4GGSt / MBMVB+l qCBi g==
----- END CERTI FI CATE- - - - -

The certificate is now ready for use by both the SIP and XM PP servers. It can also be used to secure
aweb server, SMTP server or any other application.
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Chapter 10. ICE/STUN/TURN server
installation

Choosing a TURN server

There are several TURN servers you can choose from. Any TURN server works for SIP, TURN,
WebRTC and other protocols.

reTurnServer isthe TURN server from the reSIProcate project. It is easy to set up using the packages,
instructions are below.

CoTurn evolved from the rfc5766-turn-server project. See the CoTurn web site for instructions
[https://code.google.com/p/coturn/] and then come back to this document to continue setting up your
RTC environment.

TurnServer.org comes from the Jitsi [http://jitsi.org] team. See the TurnServer.org web site for in-
structions [http://www.turnserver.org] and then come back to this document to continue setting up
your RTC environment.

restund is another option. See the r est und web site [http://www.creytiv.com/restund.html] for de-
tails.

There are various factors to consider when choosing a TURN server.

Scalability: if you need to support thousands of users or more, you will want to test each of the servers
for performance and evaluate the clustering capabilities.

Authentication: where do you store your user credentials? TURN servers use the same HA1 hashed
passwordsthat HTTP DIGEST and Sl P authentication usesso if you have such passwordsin adatabase
or LDAP server already you will want to evaluate which TURN servers can use that database or ook
at options for exporting the credentials into afile format for the TURN server.

Packaging: isthe TURN server supported in a package on common Linux distributions? Most of those
on thelist above can beinstalled using official packages on Debian, Ubuntu and Fedora. Many people
prefer to use packages so they don't have to spend time building from source code.

IPv6: do you need IPv6 support?

reTurnServer from reSIProcate

Installation

Install the package using the appropriate tool, as demonstrated in Example 10.1, “Installing r e-
Tur nSer ver on Debian/Ubuntu” and Example 10.2, “Install r eTur nSer ver on Fedora/ RHEL/
CentOS'. If the package is not available for your platform, you may be able to build it using the in-
structionsin Appendix B, Building reS Procate RPMs on RHEL and CentOS.

Example 10.1. Installing r eTur nSer ver on Debian/Ubuntu

$ sudo apt-get install resiprocate-turn-server

Example 10.2. Install r eTur nSer ver on Fedora/RHEL/CentOS

$ sudo yuminstall resiprocate-turn-server
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Configuration

Edittheconfigurationfile,/ et ¢/ reTur n/ r eTur nSer ver . conf i g, therearecertain valuesthat
must be changed from the default values. These are demonstrated in Example 10.3, “r e Tur nSer v-
er.confi g entries’.

Example10.3.r eTur nSer ver . confi g entries

# your |P addresses go here:

Tur nAddress = 198.51.100. 19

Tur nV6Addr ess = 2001: DB8: 1000: 2000: : 19

Al t St unAddress = 198. 51. 100. 20

Al t StunPort = 3479

# your domain goes here, it nmust nmatch the val ue used
# to hash your passwords if they are already hashed
# using the HAl al gorithm

Aut henti cati onReal m = exanpl e. org

User Dat abaseFil e = /etc/reTurn/ users.txt
User Dat abaseHashedPasswords = true

Thehost ser ver 1 in thisexample MUST have two | P addresses, in the example, 198.51.100.19 and
198.51.100.20. Thisis essential for the ICE/STUN/TURN protocols.

Now (re)start ther eTur nSer ver daemon to use the new settings as demonstrated in Example 10.4,
“Restarting ther eTur nSer ver daemon (syst end)”

Example 10.4. Restarting ther eTur nSer ver daemon (syst end)

$ sudo systentt|l restart resiprocate-turn-server
Restarting TURN rel ay: reTurnServer.
$

The TURN server should now be running and listening for client connections. You can verify it is
running as demonstrated in Example 10.5, “Using net st at to verify r eTur nSer ver isrunning”.

Example 10.5. Using net st at toverify r eTur nSer ver isrunning
$ sudo netstat -nlp | grep reTurnServ

er
udp 0 0 198.51.100.19: 3478 0.
0.

0.0.0:*
udp 0 0 198.51.100. 20: 3478 0.0.0:*

Check the system log for messages or run it in foreground mode on the console if it failsto start.

Provisioning users

Ther eTur nSer ver daemon expects to load a list of users and password hashes from a text file
specified by the User Dat abaseFi | e parameterinr eTur nSer ver . confi g.

Notethat the order of thecolumnsinthisfileisnot the sameasthat used by r epr 0 andtheht di gest
utility.

Thefile can be generated by using a script to read values from a database table or LDAP directory.

Ther eTur nSer ver cachesthe filein memory when it starts. If the file is modified or regenerated
whiler eTur nSer ver isrunning, send it the HUP signal to reload the file without restarting.

31

2460/ r eTur nSer ver
2460/ r eTur nSer ver



ICE/STUN/TURN server installation

Synchronizing users from a PostgreSQL table
When the usersare stored in aPostgreSQL table, such astheuser s tableused by ther epr o daemon,
the psql - user - extract script from reSIProcate can be used to maintain the user s. t xt file
for reTurnServer.

The script is contained in a separate package or it can be downloaded directly from the source repos-
itory.

psql - user - extract canbeinvokedfromcr on, seeExample10.6,“cr ont ab entry for psql -
user-extract”.

Example 10.6. cr ont ab entry for psql - user - extr act
* * % x * [usr/lib/resiprocate/reTurnServer/ psqgl -user-extract

psql - user - ext ract requiresaconfiguration file specifying the database connection parameters,
see Example 10.7, “Sample/ et c/ r eTur n/ psql - user - extract. confi g”.

Example 10.7. Sample/ et c/ r eTur n/ psql - user-extract. config
psql _conni nfo = "dbnanme=repro user=repro host =l ocal host password=f oobar"

# create this directory if it doesn't exist
dest file = "/var/cache/reTurn/users.txt"

auth _user_alt = True

Testing the TURN server

Asthe TURN server speaks the STUN protocol, asimple way to test it iswith a STUN client.

Example 10.8. Installing the st un client utility

$ sudo apt-get install stun

Example 10.9. Using the st un client utility

$ stun turn-server.exanple.org
STUN client version 0.96
Primary: Firewall

Return val ue i s 0x00000b
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Chapter 11. SIP proxy server

Installation

Choose your SIP proxy

Table 11.1. Comparison of SIP proxy servers

Feature

repro

Kamailio

Packages

Available in Debian, Ubuntu and Fedora

Other

Either SIP proxy can be installed from source code on any platform

Ease of instalation

Singleconfigfile, federated modeis
enabled by simple config settings

Flexible config fileformat, whichis
more like a scripting language and
suitable for advanced customiza-
tion. If asample config fromtheKa
mailio teams meetsyour needs, then
itisvery easy toinstall.

Module/plugin support

Extensions can be developed in C+
+ or Python

Modular plugin architecture with
many plugins available

Database/user storage Both support a common SQL table structure, so you can start with one
and switch to the other, using either PostgreSQL or MySQL server.
Management Ul HTML web interface enabled by|Optional HTML Ul available

default

Recommendation: If you are not sure, or can't find a suitable Kamailio configuration file for your
needs, start with repro and you can change to Kamailio later if you find a reason to do so.

repro SIP proxy

Package installation

Install the package using the appropriate tool, as demonstrated in Example 11.1, “Installingr epr o on
Debian/Ubuntu” and Example 11.2, “Install r epr o on Fedora/ RHEL/CentOS’. If the package is not
available for your platform, you may be able to build it using the instruction in Appendix B, Building
reS Procate RPMs on RHEL and CentOS.

Example 11.1. Installing r epr o on Debian/Ubuntu

$ sudo apt-get

i nstall

repro

$ sudo addgroup repro ssl-cert

Example 11.2. Install r epr o on Fedora/RHEL /CentOS

$ sudo yuminstall

resi procate-repro

$ sudo addgroup repro ssl-cert

Configuration

The configuration fileis/ et ¢/ repr o/ repr 0. confi g. Make essential changes to the configu-
ration file, all other values can remain with default settings. Example 11.3, “Sample values for r e-
pro. confi g” demonstrates the main things you need to add or change from default values.
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An important thing to note about the example is that we explicitly configure each transport. The
Transport 1. .. settings declare a TLS transport binding on a specific |P address and port. When
one or more transports are defined in this way, the settings for global transport configuration, such as
| PAddr ess and UDPPor t , are completely ignored. For SIP to work reliably, binding to specific IP
addresses is highly recommended. This ensuresthat outgoing TCP or TLS connections always use the
correct source address and that the intended addresses are always included in Vi a headers.

The exact location of the * . pemfiles can be changed if necessary.

Example 11.3. Samplevaluesfor r epr 0. confi g

# To trust emni|l certificates as SIP client certificates:
TLSUseEmmi | AsSIP = true

# Transportl will be for SIP over TLS connections

# W use port 5061 here but if you have clients connecting from

# locations with firewalls you could change this to listen on port 443
Transportllnterface = 198.51. 100. 19: 5061

Transport1Type = TLS

Transport 1Tl sDomai n = exanpl e. org

Transport 1Tl sClientVerification = Optiona

Transport 1RecordRout eUri = si p: exanpl e.org; transport=TLS

# Configuration for manual |y naintai ned TLS certificates:
Transport 1Tl sPrivateKey = /etc/ssl/private/exanple.org-key. pem
Transport 1Tl sCertificate = /etc/ssl/public/exanple.org. pem

# Configuration for certificates obtained using Let's Encrypt / certbot:
#Transport 1Tl sPrivateKey = /etc/letsencrypt/livel exanpl e. org/privkey. pem
#Transport 1Tl sCertificate = /etc/letsencrypt/Ilivel/ exanple.org/fullchain. pem

# Transport2 is the | Pv6 version of Transportl

Transport 2l nterface = 2001: DB8: 1000: 2000: : 19: 5061

Transport 2Type = TLS

Transport 2Tl sDomai n = exanpl e. org

Transport 2Tl sClientVerification = Optiona

Transport 2RecordRout eUri = si p: exanpl e. org; transport =TLS

# Configuration for manual |y naintai ned TLS certificates:
Transport 2Tl sPrivateKey = /etc/ssl/private/exanpl e.org-key. pem
Transport 2Tl sCertificate = /etc/ssl/public/exanple.org. pem

# Configuration for certificates obtained using Let's Encrypt / certbot:
#Transport 2Tl sPrivateKey = /etc/letsencrypt/livel exanpl e.org/privkey. pem
#Transport 2Tl sCertificate = /etc/letsencrypt/Ilivel/ exanpl e.org/fullchain. pem

# Transport3 will be for SIP over WbSocket (WbRTC) connections

# W use port 8443 here but you could use 443 instead
Transport3interface = 198.51. 100. 19: 8443

Transport 3Type = WSS

Transport 3Tl sDomai n = exanpl e. org

# This would require the browser to send a certificate, but browsers

# don't currently appear to be able to, so leave it as None:
Transport 3Tl sClientVerification = None

Transport 3RecordRout eUri = si p: exanpl e. org; t ransport =\WsS

# Configuration for manual |y naintai ned TLS certificates:
Transport 3Tl sPrivateKey = /etc/ssl/private/exanple.org-key. pem
Transport 3Tl sCertificate = /etc/ssl/public/exanple.org. pem

# Configuration for certificates obtained using Let's Encrypt / certbot:
#Transport 3Tl sPrivateKey = /etc/letsencrypt/livel exanpl e. org/privkey. pem
#Transport 3Tl sCertificate = /etc/letsencrypt/Ilivel/ exanple.org/fullchain. pem
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# Transport4 is the I Pv6 version of Transport3

Transport4l nterface = 2001: DB8: 1000: 2000: : 19: 8443

Transport4Type = WSS

Transport 4Tl sDomai n = exanpl e. org

Transport 4Tl sClientVerification = None

Transport 4Recor dRout eUri = si p: exanpl e. org; t ransport =\W5S

# Configuration for manual |y mai ntai ned TLS certificates:
Transport 4Tl sPrivateKey = /etc/ssl/private/exanpl e.org-key. pem
Transport 4Tl sCertificate = /etc/ssl/public/exanple.org. pem

# Configuration for certificates obtained using Let's Encrypt / certbot:
#Transport 4Tl sPrivateKey = /etc/letsencrypt/livel/ exanpl e.org/privkey. pem
#Transport 4Tl sCertificate = /etc/letsencrypt/Ilivel/ exanpl e.org/fullchain. pem

# Transport5: this could be for TCP connections to an Asterisk server
# in your internal network. Don't allow port 5060 through the external
# firewall.

Transport5lnterface = 198.51. 100. 19: 5060

Transport5Type = TCP

Transport 5Recor dRout eUri = sip:198.51. 100. 19: 5060; t r ansport =TCP

# Transport6 is the | Pv6 version of Transport6

Transport5l nterface = 2001: DB8: 1000: 2000: : 19: 5060

Transport5Type = TCP

Transport 5Recor dRout eUri = sip: 2001: DB38: 1000: 2000: : 19: 5060; t ransport =TCP

Ht t pBi ndAddress = 198.51. 100. 19, 2001: DB8: 1000: 2000: : 19
Ht t pAdm nUserFile = /etc/repro/users.txt

RecordRout eUri = sip:exanmple.org;transport=tls
For ceRecordRouting = true

Enuntuf fi xes = el64. arpa, sip5060.net, el64.org
Di sabl eQut bound = fal se

Enabl eFl owTokens = true

Enabl eCertifi cat eAut henticator = True

Table 11.2, “TLS client verification modes’ explains the options that can be used for the
ClientVerificati on parameters on each transport.

Table11.2. TLSclient verification modes

(Transport <nune) TLS- Impact
ClientVerification
None The peer is not asked to send a certificate.
Opt i onal The peer is asked to send a certificate. If the peer sends a

valid certificate or if no certificate is sent at all, the connec-
tion will be established.

Mandat ory Every connection, from client/user devices or external
calers must have a client certificate. This is more secure,
but some devices don't support client certificates.

If you are not sure, start with the setting Qpt i onall

Asof v1.10.0, repro provides a simpler syntax for configuring database access. Create the databases
and tables as described in the section called “ SQL databases’. To configure repro to use your tables,
see the examples Example 11.4, “Using PostgreSQL” and Example 11.5, “Using MySQL".

35



SIP proxy server installation

Example 11.4. Using PostgreSQL

Def aul t Dat abase

101

Dat abasel01Type = post gresql
Dat abasel01Connl nfo = host=pgl port=5432 dbname=repro user=repro password=abc

Example 11.5. Using MySQL

Def aul t Dat abase = 101
Dat abasel01Type = nysql
Dat abaselOlHost = nysqgl 1l
Dat abasel01Port = 3306

Dat abasel0l1Dat abaseNane = repro
Dat abaselOlUser = repro
Dat abaselOl1Password = abc

If you need help with the configuration settings, please join the mailing list repro-users[http:/list.re-
siprocate.org/mailman/listinfo/repro-users] and the reS Procate team will try to help.

Use the ht di gest utility from the Apache web server to set the password for the web interface
admin user, as demonstrated in Example 11.6, “Using ht di gest to set adni n user password”

Example 11.6. Using ht di gest to set adm n user password
$ sudo htdigest -c /etc/repro/users.txt repro admn
Addi ng password for admin in real mrepro.

New passwor d:

Re-type new password:
$

Now restart ther epr o daemon to use the new settings, as demonstrated in Example 11.7, “ Restarting
ther epr o daemon (syst end)”.

Example 11.7. Restarting ther epr o daemon (syst entd)

$ sudo systenttl restart repro
Restarting repro

Testing with s_cl i ent

Y ou can test that ther epr o daemon islistening on the correct ports and that the certificates are valid
by usingthe OpenSSL s_cl i ent utility. Thisisdemonstrated in Example 11.8, “Usings_cl i ent
to test SIP ports (Debian/Ubuntu)” and Example 11.9, “Using s_cl i ent to test SIP ports (Fedo-
ra/RHEL/CentOS)”.

Example 11.8. Usings_cl i ent totest SIP ports (Debian/Ubuntu)

$ openssl s_client -connect sip-proxy.exanple.org: 5061 \
-CApath /etc/ssl/certs

Verify return code: 0 (ok)

Example 11.9. Usings_cl i ent totest SIP ports (Fedora/RHEL/CentOYS)

$ openssl s_client -connect sip-proxy.exanple.org: 5061 \
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-CAfile /etc/ssl/certs/ca-bundle.crt

Verify return code: 0 (ok)

The output should finish with Verify return code: 0 (ok). If youdon't see that then
the server is not running, the firewall is blocking the connection, the port is wrong or there is some
problem with the certificate file or ther epr 0. conf i g configuration file. Y ou may also find clues
in Syslog or ther epr o. | og file.

Login to web administration

Gotohttp://serverl. exanpl e. or g: 5080 and login astheadmi n user you created.

Click to add a domain. The screenshot in Figure 11.1, “repro web administration: adding a domain”
demonstrates how to add the domain example.org.

Figure 11.1. repro web administration: adding a domain

Now you must restart the r epr o daemon again to use the new domain, as demonstrated in Exam-
ple11.7, “Restarting the r epr o daemon (syst end)”.

User management
It is not necessary to add users manually through the web interface. If users are identified by TLS
client certificates or WebSocket cookie authentication, the SIP proxy does not need to have its own

list of usersat all. If usersare stored in an SQL database, it is possible for other processesto | NSERT
new users into the table and repro will see them immediately.

Adding a user

The screenshot in Figure 11.2, “repro web administration: adding auser” demonstrates adding a user
called alice to the domain example.org:

Figure 11.2. repro web administration: adding a user

Thelist of al users can be easily viewed, as demonstrated in Figure 11.3, “repro web administration:
listing users”.

Figure 11.3. repro web administration: listing users

Adding routes for numeric dialing
Sometimes, when using a SIP phone, it is easier to dial a number than a full SIP address. In the
example.org demonstration, the users have the phone numbers 8001 and 8002. Figure 11.4, “repro

web administration: adding aroute” demonstrates how to set up the number 8001 for Alice.

Figure 11.4. repro web administration: adding aroute

Once the numbers have been added, it is easy to view them all using the “Show Routes' page:

37



SIP proxy server installation

Figure 11.5. repro web administration: listing routes

Itisalso possibleto test the regular expressionsto see how they are evaluated. This can be very useful
when using replacement strings (where asingle rule automatically mapsto many different results), an
exampleisgiven in Figure 11.6, “repro web administration: routing test”.

Figure 11.6. repro web administration: routing test

If you need help with the configuration settings, please join the mailing list repro-users[http:/list.re-
siprocate.org/mailman/listinfo/repro-users] and the reS Procate team will try to help.

Kamailio SIP proxy

Package installation

For Debian/Ubuntu, install the package using apt , as demonstrated in Example 11.10, “Installing
kamai | i 0 on Debian/Ubuntu”. Fedora, RHEL and CentOS users need to manually add the appro-
priate repository from rpm.kamailio.org [http://rpm.kamailio.org/] and then use yumto install, as
demonstrated in Example 11.11, “Install kamai | i 0 on Fedora/RHEL/CentOS’.

Example 11.10. Installing kamnai | i 0 on Debian/Ubuntu

$ sudo apt-get install kamailio
$ sudo addgroup kanmilio ssl-cert

Example 11.11. Install kamai | i 0 on Fedora/RHEL/CentOS

$ sudo yuminstall kamailio
$ sudo addgroup kamailio ssl-cert

Configuration

The configurationfileis/ et ¢/ kamai | i o/ kamai | i 0. cf g. The configuration fileiswrittenin a
scripting language specific to the Kamailio project. It is recommended that you look for and adapt an
exampl e configuration file that meets your needs rather than trying to write one from scratch.

After you completethe configuration, restart the daemon as demonstrated in Example 11.7, “ Restarting
ther epr o daemon (syst end)”.

Example 11.12. Restarting the kanmai | i o daemon (syst end)

$ sudo systenct| restart kamailio
Restarting kamailio
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Chapter 12. XMPP (Jabber) server
Installation

Choosing an XMPP server

It is recommended that you use the Prosody XMPP server. It is widely used and relatively easy to
configure. Latest releases of Prosody are being made available as packages on the major Linux dis-
tributions.

Y ou can a'so use gjabberd, jabberd2 or another server if you prefer.

Prosody XMPP server

Package installation

Install the package using the appropriate tool, as demonstrated in Example 12.1, “Installing Prosody
on Debian/Ubuntu” and Example 12.2, “Install Prosody on Fedora/l RHEL/CentOS’.

Example 12.1. Installing Prosody on Debian/Ubuntu

$ sudo apt-get install prosody
$ sudo addgroup prosody ssl-cert

Example 12.2. Install Prosody on Fedora/RHEL /CentOS

$ sudo yuminstall prosody
$ sudo addgroup prosody ssl-cert

Configuration

Prosody can use the certificates created in Chapter 9, TLScertificate creation. In the Prosody config-
uration, you can refer to the PEM files directly under / et ¢/ ssl . Alternatively, you can copy the
certificate filesand private key PEM filesto/ et ¢/ pr osody/ cert s or create symbolic linksfrom
that location to the real PEM files. Whichever approach you choose, make sure that the private key
file (or acopy of it) is readable by the user that Prosody runs as but be careful to ensure they are not
world-readable.

Using the example provided, create configuration filesfor each domain you want to host under / et ¢/
pr osody/ conf . d. Example 12.3, “Domain configuration file (Let'sEncrypt/ cer t bot )" demon-
strates the minimum configuration for a domain using Let's Encrypt certificates and Example 12.4,

“Domain configuration file (manual)” demonstrates the equivalent configuration for a domain using
manually maintained certificates.

Example 12.3. Domain configuration file (Let'sEncrypt / cer t bot )
-- Section for Virtual Host exanpl e. com

Vi rt ual Host "exanpl e. org"

ssl = {
key = "/etc/letsencrypt/livel/exanple.org/privkey. pent;
certificate = "/etc/letsencrypt/livel exanple.org/full chain. pent;
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}
Example 12.4. Domain configuration file (manual)
-- Section for Virtual Host exanpl e. com

Vi rtual Host "exanpl e. org"
ssl = {
key = "/etc/ssl/private/exanple.org-key. pent;
certificate = "/etc/ssl/public/exanple.org. pent;

}

Edit thefile/ et c/ pr osody/ pr osody. cf g. | ua. Thisiswhere you can do things like enabling
the LDAP authentication module or enabling SQL storage for user data.

Once configuration is complete, restart the daemon as demonstrated in Example 12.5, “ Restarting the
pr osody daemon (syst end)”.

Example 12.5. Restarting the pr osody daemon (syst entd)

$ sudo systentt!l restart prosody
Restarting prosody

User management

It is not necessary to add users manually. If users are authenticated by LDAP, for example, Prosody
will dynamically create the XM PP account the first timethe user logsin. If such asystemisnotin use,
users can be added manually using the command line utility pr osodyct | or using aweb interface.

Example 12.6, “Using pr osodyct | to add auser” demonstrates how to add a user at the command
line.

Example 12.6. Using pr osodyct | toadd auser
$ sudo prosodyctl adduser alice@xanple.org

To use LDAP authentication, make sure that nrod_aut h_| dap. | ua isin the Prosody | i b di-
rectory and add the LDAP settings to pr osody. cf g. | ua as demonstrated in Example 12.7,
“prosody. cf g. | ua settingsfor nod_aut h_| dap”.

Example 12.7. pr osody. cf g. | ua settingsfor nod_aut h_| dap

aut hentication = "| dap"

| dap_server = "| dap-server.exanple.org"
| dap_rootdn = ""

| dap_password = ""

| dap_filter "(mai | =$user @host )"
| dap_scope = "subtree"

Idap_tls = true;

| dap_base "dc=exanpl e, dc=or g"

| dap_node "bi nd"

Further reading

The Prosody web site gives more detail ed documentation about setting up the user accounts and other
steps [ https://prosody.im/doc/install].
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ejabberd XMPP server

Package installation

Install the package using the appropriate tool, as demonstrated in Example 12.8, “Installing ejabberd
on Debian/Ubuntu” and Example 12.9, “Install gjabberd on Fedora/RHEL/CentOS".

Example 12.8. Installing gjabberd on Debian/Ubuntu

$ sudo apt-get install ejabberd
$ sudo addgroup ej abberd ssl-cert

Example 12.9. Install gabberd on Fedora/RHEL /CentOS

$ sudo yuminstall ejabberd
$ sudo addgroup ej abberd ssl-cert

Configuration

Modify thefile/ et c/ ej abber d/ ej abber d. cf g, add the server |P address and the path to the
certificate as demonstrated in Example 12.10, “ej abber d interface example”.

Example 12.10. ej abber d interface example

{l'isten,

[
{5222, ejabberd_c2s, |

{access, c2s},

{ip, {195, 8, 117, 19}},

{shaper, c2s_shaper},

{max_stanza_size, 65536},

%o {certfile, "/etc/ssl/privatel/exanple.org-key_conbi ne
starttls_required

1},

Set up the users: go to http://server 1.example.or g:5280, log in and set up the user accounts.

jabberd2 XMPP server

Package installation

Install the package using the appropriate tool, as demonstrated in Example 12.11, “Installing jabberd2
on Debian/Ubuntu” and Example 12.12, “Install jabberd2 on Fedora/RHEL /CentOS’.

Example 12.11. Installing jabberd2 on Debian/Ubuntu

$ sudo apt-get install jabberd2
$ sudo addgroup jabber ssl-cert

Example 12.12. Install jabberd2 on Fedora/RHEL /CentOS

$ sudo yuminstall jabberd
$ sudo addgroup jabberd ssl-cert
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Configuration

jabberd2'sconfigurationfilesarein/ et ¢/ j abber d2/ (Debian/Ubuntu) or/ et c/ j abber d/ (Fe-
dora/RHEL/CentOS). It can usethe certificates created in Chapter 9, TLScertificate creation. jabberd2
is modular and each of the components needs to be configured.

The most basic jabberd configuration requires setting the hostname of the server in c2s.xml as demon-
strated in Example 12.13, “j abber d2 c2s.xml example’ and the JD domain in sm.xml as demon-
strated in Example 12.14, “j abber d2 sm.xml example’ The default storage module in sm.xml and
authreg module in c2s.xml are sglite which works well for most installations.

Example 12.13. ] abber d2 c2s.xml example

<i d passwor d-change="m'
require-starttls="nu'
cachai n='/etc/ssl/public/exanple.org. pem
penfile="/etc/ssl/privatel/exanple. org-key. peni >

Xnpp- gw. exanpl e. org
</id>

Example 12.14. j abber d2 sm.xml example
<i d>exanpl e. org</i d>

Further reading

The jabberd2 web site [http://jabberd2.org] gives more detailed documentation about setting up the
server.
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Chapter 13. WebRTC

WebRTC, aso known as RTCWeb, puts two-way media streaming capabilities into the web browser
and provides an APl to manage them (starting and stopping calls) from the JavaScript embedded in
any web page.

The technology has been pioneered in the two major browsers, Mozlla Firefox and Google Chrome.
Other browsers have been following their lead.

There was some instability in the early years of WebRTC but since mid-2014 the technology has
stabilised significantly.

There have been some pseudo-WebRTC solutions as well, specifically, browser plugins that offer
behavior similar to WebRTC with an emphasis on a specific provider. These solutions are not true
WebRTC and they are largely becoming irrelevant now that most users have upgraded to browsers
with genuine WebRTC support built in.

WebRTC provides a mechanism for peer-to-peer media streaming (audio or video) but it does not
specify the use of any particular signalling system, the mechanism responsible for locating other users
and routing callsto them.

Technical overview

Media streaming capabilities

The media streaming capabilities of WebRTC are similar to those used for traditional VolP and RTC
but they differ dightly.

WebRTC mandates support for two audio codecs, Opus and G.711. In practice, browsers are unlikely
to implement proprietary codecs such as G.729 that are implemented in many desk phones. Opusis
superior to many of the legacy codecs but it does mean there is a possibility of transcoding with a
dlight degradation in quality when there is interoperability with legacy technology.

Since November 2014, two video codecs, VP8 and H.264 are mandatory for the browser. VP8 is a
royalty-free codec that is likely to be widely adopted by newer technologies. H.264 exists in many
legacy video/webcam/teleconferencing solutions and its presence in the browser enables end-to-end
video without transcoding, reducing complexity and CPU requirements and avoiding degradation of
the picture.

Despite the support for legacy codecs, many other features of the browser's media stack differ and do
not offer direct connectivity to most legacy technology.

A major feature of WebRTC is the use of Interactive Connectivity Establishment (ICE) for effec-
tive NAT discovery and traversal. Many legacy technologies, including a lot of softphones and desk
phones, do not support ICE or have support for its predecessor, STUN.

The next major feature of WebRTC is encryption. Many legacy phones support basic SDES encryp-
tion, with key exchange in the Session Description Protocol cr ypt o attributes. WebRTC insists on
theuse of DTLS-SRTP which offersmore security but with acompl eteloss of backwards compatibility.

The final point isthe RTP packet itself. Many traditional devices and softphones support RTP/AVP.
WebRTC requires RTP/AVPF.

The combined effect of these small differencesis that WebRTC media streams have a higher quality
than traditional RTC but they can't interoperate directly with the mgjority of desk phones and soft-
phones already deployed. Given the extremely wide deployment of web browsers (hundreds of mil-
lions of users have already upgraded to browser versions that include WebRTC support) it is envis-
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aged that vendors of related technologies will aim to interoperate with the browser in future versions
of their products.

In the meantime, it is necessary for media streams to be passed through some intermediate network
component that can transform the streams between the standards. This component is referred to by
different names, including Session Border Controller (SBC), Back-to-Back User Agent (B2BUA) and
Media Breaker. In practice, it is relatively easy to configure an Asterisk or FreeSMTCH server to
perform thisrole.

Signalling protocols

As aready mentioned, WebRTC does not provide a signalling protocol for the purpose of locating
other users and establishing the media streams to start a call.

JavaScript does provide the WebSockets API, a mechanism for asychronously passing messages back
and forth between JavaScript and a WebSocket server. Many WebRTC implementors have chosen to
use WebSockets as a transport for their signalling protocols.

SIPand XM PP, themost common signalling protocol sfrom traditional RTC, have both between adapt-
ed to support WebRTC. RFC 7118 specifies the SIP over WebSocket transport and many leading
SIP implementations have implemented it. XM PP supports both aHTTP binding and more recently a
WebSocket binding specified in RFC 7395. Using one of these protocols is highly recommended for
the vast majority of WebRTC projects.

User privacy and security

While media streaming allows for more powerful applicationsto be deployed through the web, it also
creates a greater risk to user security and privacy.

When the JavaScript on a site attempts to activate the webcam or microphone, the browser shows
a prompt asking the user to authorize the streaming session. The prompt usually allows the user to
choose which devices will be used if they have more than one webcam or microphone/audio source.

Authentication

Authentication between a browser and a server can take place in various ways. If a WebSocket con-
nection is used for signalling and if auser has a client certificate in their browser then it should theo-
retically be possible to use the certificate to authenticate the WebSocket connection. In practice, this
is supported by the repro SIP proxy but it is not yet supported by the browsers.

Another possibility is the use of cookies or WebSocket URL parameters. Browser security mecha-
nisms (to protect users from cross-site-scripting) only allow cookies to be used if the web server and
WebSocket server have the same domain name. If the servers don't use the same domain, URL pa-
rameters must be used instead of the cookie. The web server serving the HTML and JavaScript can
send an authentication token to the browser as a cookie and the browser can then present this to the
WebSocket signalling server. If using the URL parameter method, the script running on the server-side
usually constructs a WebSocket URL and embeds it in the HTML sent to the browser. When the
JavaScript activates the WebSocket connection, the request-URL, including the parameters, are sent
in the WebSocket upgrade request. Both of these mechanisms are supported in the repro SIP proxy.

Standard SIP DIGEST authentication can also be used over the WebSocket transport. One benefit
of DIGEST authentication is that challenges can be sent from SIP proxy servers or other network
components behind the WebSocket server.

Cookie and URL parameter authentication in repro

To use either of these mechanisms with the repro SIP proxy, simply make sure that thereisavalue for
the W6Cooki eAut hShar edSecr et parameterinr epr 0. confi g. If desired, the actual cookie
or URL parameter names can be customized, otherwise they use default values.
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Example 13.1. repro. confi g settings for cookie and URL parameter
authentication

WECooki eAut hShar edSecret = sone-random string

# Nanes of the cookies to use for the cookie authentication protocol
# These are the default val ues:

#WBCooki eNamel nf o = W5Sessi onl nfo

#WBCooki eNanmeExt ra = W5Sessi onExtra

#WBCooki eNameMAC = WBSessi onVAC

# Name of the extension header that nust nmatch the content of
# the authenticated WSSessi onExtra cooki e
#W5Cooki eExt r aHeader Nane = X- W5- Sessi on- Extra

To send the authentication values as URL parameters, the WebSocket URL passed
to JSCommunicator or JsSIP may resemble wss://ws. exanpl e. or g: 8443/ WsSes-
si onl nf 0=1%8A1429975989%8A142997 6889YBAYRAY0exanpl e. or g¥B8AYRA
%09%R2A; WESessi onExt r a=; WESessi onM

AC=7bf 9ed44bf e7€10153762639419c52f d712de58e.

Notice that the parameters are sent with the semicolon as a separator, do not send them as query
parameters with the ampersand (&) separator. The value of each parameter has to be URL encoded
(for example, usingtheur | encode() functionin PHP). Thisisdemonstrated in the DruCall source
code.

Further details and examples are present in the page on the reSIProcate project wiki [http://www.re-
siprocate.org/SIP_Over_WebSocket Cookies|.

Practical WebRTC deployment

Although the WebRTC API does not provide a signalling protocol, as described in the section called
“Signalling protocols’, this does not mean that deployers need to think about developing something
themself. In practice, there are several JavaScript libraries which combine a complete signalling im-
plementation and WebRTC API interaction, giving the web developer avery simple AP to start and
stop calls.

WebRTC clients and firewalls

Any type of RTC project faces two major problems engaging users. ensuring that users have suitable
software and ensuring that there isa suitable network connection. WebRTC comprehensively address-
es the first problem, ensuring that users have suitable software, by deploying the software as part of
the web browser. This solution is so effective because of the high percentage of users who have web
browsers and the vast majority of them are receiving automatic upgrades to the latest version of the
browser. The latter problem, ensuring a suitable network connection, is more complicated.

The second problem, network connectivity, is explained in the section called “Getting through fire-
walls’. The comments in that section are especialy relevant to WebRTC. WebRTC clients are par-
ticularly well suited to work through these problems because of their native support for ICE, TURN,
TLSand HTTP proxy servers.

JsSIP and JSCommunicator

For thoseinterested in using SIP for WebRTC signalling, the most compelling solution now involvesa
combination of JsSIPand JSCommunicator [http://jscommunicator.org]. JsSIP providesthelow-level
support for SIP message parsing. JSCommunicator provides a high-level API and even a fragment of
HTML that can be embedded into an existing page to get up and running quickly.
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JSCommunicator works with arepro SIP proxy server configured using the settingsin Example 11.3,
“Samplevaluesforr epro. confi g”.

To deploy JSSCommunicator, take a copy of the HTML, CSS and JavaScript from an existing web
site or from the Github repository. If using the code from Github, it is necessary to download each
dependency and then run the script to combine and minify the JavaScript code (see the READVE
file). Make any necessary changestotheconfi g. j s fileand embed thej sconmuni cat or . i nc
HTML fragment into an existing page template.

Content Management Systems and other frameworks

Search the plugin or module catalog for any major Content Management System (CMS) and you will
find many plugins claiming to offer WebRTC. A large number of these are either promoting browser
plugins or promoting proprietary services that do not use open standards and lock you into using a
specific back-end. Look for those that offer full source code and support for one of the documented
and widely supported signalling protocols, SIP or XM PP, so you will have afree choice to run any of
the servers described in this guide or use of any arbitrary provider.

For Drupal web sites, adding WebRTC is as simple as adding the DruCall [http://drucall.org] module
and pointing it to a SIP proxy such asrepro.

The DruCall module is based on JSCommunicator so it also provides avery good example of how to
adapt JSCommunicator to other CM S platforms.

Figure 13.1. DruCall/JSCommunicator/JsSI P softwar e stack
Figure 13.1, “ DruCall/JSCommunicator/JsSI P software stack” demonstrates the relationship between
the JavaScript libraries used in DruCall and the underlying web browser APIs.

Troubleshooting

See the section called “WebRTC and WebSockets”.
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Chapter 14. Client devices and
softphones

Softphones

There are avariety of softphones available for Linux, Windows and Mac OS.

Many users will get high quality audio by connecting a headset to the 3.5mm audio socket on their
computer. On many modern laptops, the 3.5mm connector isa TRRS [https.//en.wikipedia.org/wi-
ki/Phone_connector_(audio)#TRRS_standards] socket that i ntegratesthe microphoneand stereo head-
phones into a single connection, as used on many popular mobile phones. However, using headsets
with a USB connector yields better results in some cases.

The Jitsi [http://www.jitsi.org] softphoneis developed in Java and runs on Linux, Windows and Mac
OS. It supports both SIP and XMPP.

Thereisa detailed guide to setup up Jitsi with client certificates [http://www.resiprocate.org/Repro-
Mutual TL SAuthenticationditsi] in the reS Procate wiki.

The GNOME desktop on many common Linux distributions includes the Empathy softphone, sup-
porting IM, voice and video over SIP or XMPP.

Various other Linux softphones are available, including LinPhone and Ring (formerly SFLphone).

There are avast array of Linux messaging applications for XM PP, not necessarily having support for
voice or video. Popular choices include Pidgin and Psi.

One of the most popular proprietary softphonesis Bria from Counterpath.

IP desk phones

A key point to note about desktop phones is that they often have a limited range of codecs and they
often support proprietary codecs such as G.729 rather than Internet-optimized codecs such as Opus
andiLBC. Given that a significant number of callswill start in aweb browser using WebRTC and the
Opus codec, codec compatibility is an important consideration.

One of themost recognisable I P phonesisthe Cisco 7940 and its successors. The Cisco phonesarewell
manufactured with good audio quality (including speakerphone support). However, there are multiple
firmware options available and this can be expensive to purchase and complicated to administer. If
purchasing used Cisco phones on eBay, it is vital to ensure that you are obtaining proper firmware
with the phones or that you have some other legal means of obtaining all firmware. The phones load
the firmware and configuration using DHCP and TFTP.

The Polycom Soundpoint I P [http://www.polycom.com] phones are very similar in quality to the Cis-
co phones but without the licensing complications. They typically support SIP out of the box. The
Polycom phones support configuration over HTTPS. From the era of Soundpoint 1P 320 and later
models, there is a client certificate in each phone. This certificate can be used to authenticate when
downloading the configuration, ensuring that SIP passwords can't be compromised. The certificate
can aso be used to authenticate SIP over TLS connections, thisis supported by the repro SIP proxy
using the settings Enabl eCer ti f i cat eAut henti cat or and CormonNaneMappi ngs.

Another popular choice isthe SNOM [http://www.snom.com] device.

There are various factors to think about when choosing a phone, such as VLAN support, built-in
Ethernet hub, power-over-ethernet support, codecs, configuration support, support for NAT traversal
(using ICE and TURN) and TL S support.
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Client devices and softphones

Smartphone apps

On the Android platform, there are severa popular free, open source SIP applications including Lu-
micall [http://www.lumicall.org] and CSpSmple and the popular XM PP client Conversations.

All the leading free/open source Android apps can be downloaded from the F-Droid [https:./f-
droid.org] app store or the Google Play app store.

Users of the Apple iPhone have reported success with the iOS version of Linphone [https:.//www.lin-
phone.org/] ( iTunes download link [https://itunes.apple.com/us/app/linphone/id3600656387mt=8]).
A particular challengefor iPhone usersisthat apps can't keep background connectionsto arbitrary SIP
servers open for receiving incoming calls. This is a restriction that Apple has imposed for all apps.
iPhone users may also want to consider a proprietary app such as Bria for iPhone [http://www.coun-
terpath.com/bria-iphone-edition.html].

Click-to-dial

Convenience is a significant factor in the success of any technology. Click-to-dial brings significant
convenience to users. Many users will dial a contact from their mobile phone, despite the higher cost
of the call, simply because of the convenience of accessing the address book through a touch screen.

Click-to-dial from acomputer provides similar convenience.

This section considers various ways to enable click-to-dial.

The Firefox Telify plugin

People will frequently encounter phone numbers in their web browser. They may be browsing an
arbitrary web site or they may be accessing a business application that doesn't have any native click
to dial support.

Web application developers can markup phone numbers as hyperlinks using the t el : URI prefix.
This makes the phone number clickable just like alink to another web site or an email address. Un-
fortunately, few web devel opers have taken advantage of this feature.

TheFirefox plugin Telify [https://addons.mozilla.org/en-us/firefox/addon/telify/] solvesthisproblem.
It scans the page you are looking at and dynamically converts phone numbers into links that can be
clicked.

Mozilla Thunderbird and GNOME Evolution address
books

Many people use a productivity suite like Mozlla Thunderbird or GNOME Evolution for email and
address book purposes.

For Thunderbird users, the TBDialOut [https.//addons.mozilla.org/en-us/thunderbird/addon/tbdi-
alout/] plugin makes phone numbers in the address book clickable ast el or si p URIs. Dialing is
then delegated to the URI handler on the user's system.

For Evolution users, using v3.13.2, there is support for clicking phone numbers and SIP addresses
that have been added to the address book. Evolution will only make them clickable if it detects that
aURI handler isinstalled.

Using si pdi al er

A simple way to handle the t el and si p URIsisto install the si pdi al er from reSProcate.
Thesi pdi al er utility can send a SIP REFER to various SIP phones that support this mechanism,
including Cisco and Polycom. It is available as a package on Debian, Ubuntu and Fedora.
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Client devices and softphones

Using Asterisk or FreeSWITCH

There are various scripts available that can send an instruction over HTTP to an Asterisk or
FreeSWITCH server to initiate a phone call. One of these scripts can beinstalled asa URI handler for
t el and possibly si p URIson each user's computer.
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Chapter 15. Adding ENUM to DNS

ENUM is a scheme described in RFC 6116 for mapping E.164 telephone numbers to SIP addresses,
XMPP addresses and various other types of resource. ENUM can enable more rapid discovery of ser-
vices, network resilience and convenience for people who only have atelephone number or anumeric
dialpad.

Telephone numbers are everywhere. People have large collections of phone numbers in their mobile
telephone address books. Many organizations have large databases of customer phone numbers that
have either been submitted by customers or collected from caller-ID. In public ENUM, the owner of
anumber is ableto give callers specific options for contacting them. In private ENUM, organizations
can distribute arich set of routing datain ahighly efficient and convenient format, DNS.

ENUM must be considered from two perspectives: publishing your own data for ENUM users and
making use of the ENUM data published by other people and organizations.

For many people, the first impression of ENUM isthe public ENUM tree. Given that many countries
have not yet formally adopted ENUM, the public ENUM tree still has some big gaps and is not uni-
versally useful for every telephone number that exists in the PSTN. Fortunately, the story does not
end there. There are several unofficial ENUM trees and there are many waysthat ENUM can be used
within an organization.

ENUM isworth looking at for various reasons, including the widespread support in many open source
products, the relative simplicity of using distributed and fault-tolerant DNS serversto serve such data
and the ease of troubleshooing using basic DNStools.

How ENUM works

ENUM works with numbers written in the ITU E.164 notation. For example, a London phone
number may be dialed 020 7123 4567 from within the UK but its E.164 representation is
+442071234567. E.164 numbers are aways designated with aleading plus (+) symbol. The digits
following the plus symbol are the country prefix (44 in the example) and then any area code and
finally the local number itself. Any other digits, such as the 0 used when dialing within the UK are
not present. Y ou may have noticed this notation is used for incoming phone calls and text messages
on your mobile phone.

To perform an ENUM query, the first step is to take the number and normalize it into the ITU E.164
format. Google's libPhoneNumber, a free software project, is an ideal tool for normalizing phone
numbers individually or en-masse.

Once you have the E.164 number, remove the leading plus symbol, reverse the order of the digits and
insert periods between them. For the example number, it becomes7. 6. 5. 4. 3.2.1.7.0. 2. 4. 4.

The next step is to append the ENUM suffix. The public ENUM suffix is
el64. arpa. To look up the example number in public ENUM, it would be written
7.6.5.4.3.2.1.7.0.2.4.4.el64. ar pa. Private and in-house ENUM services simply use
an alternative suffix. Y ou may chooseto perform multiple ENUM queries concurrently using different
suffixes and then choose the best resullt.

A DNS query is sent using the query string that has been constructed. The query requests NAPTR
records.

Finally, the ENUM algorithm must inspect the NAPTR records that have been returned and try to
identify which, if any, are useful. For example, if the query only returns aHTTP URL, a SIP proxy
may not be able to use it and will ignore the result and use some other mechanism to route the call.

Example 15.1, “Using di g to perform ENUM queries’ demonstrates how to execute an ENUM query
from the command line for the UK phone number 01865 332244 in the public ENUM suffix
el64. ar pa.
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Adding ENUM to DNS

Example 15.1. Using di g to perform ENUM queries
$ dig -t naptr 4.4.2.2.3.3.5.6.8.1.4.4.el64. arpa

; > DiG9.8.4-rpz2+r1 005.12-P1 > -t naptr 4.4.2.2.3.3.5.6.8.1.4.4.el164. arpa

;; gl obal options: +cnd

;; Got answer:

7, ->>HEADER ;; flags: qr rd ra; QUERY: 1, ANSWER 2, AUTHORITY: 3, ADDI Tl ONAL:

;; QUESTI ON SECTI ON:
;4.4.2.2.3.3.5.6.8.1.4.4.e164. arpa. | N NAPTR

;
7
ww g

; | ON:
6.
6.

el64. arpa. 86400 I N NAPTR 100 20 "u" "E2Ut+pstn:tel™ "I™

; SECT
4.4,2.2.3.3.5.6.8.1.4.4.
4.4.2.2.3.3.5.6.8.1.4.4.e164. arpa. 86400 I N NAPTR 100 10 "u" "E2Utsip" "! ™M\ +44

Consuming ENUM data

ENUM data can be consumed at various points.

The device or softphone where the user starts a call may have the ability to study the number the user
has dialed and search for relevant datain ENUM. The data obtained from ENUM can be presented
to the user through the user interface. The Android apps Lumicall and ENUMdroid both operate in
this manner.

SIP proxy servers and Session Border Controllers (SBCs) may also perform ENUM queries when
deciding how to route acall. In these cases, the device does not have a user interface to allow the user
to choose from multiple results. Typically, the routing system will only look for a SIP addressin the
ENUM results and will automatically send the call there rather than sending it to a PSTN gateway.

Publishing ENUM data

Setting up ENUM as part of your RTC deployment, in the public ENUM tree, an internal ENUM tree
or both, are optional steps that provides more flexibility and resilience for routing calls.

Public ENUM

In various countries, it is possible to have your phone numbers registered in the public ENUM treefor
e164. ar pa. Wikipedia maintains a detailed list of national ENUM registries [http://en.wikipedi-
a.org/wiki/Telephone_number_mapping#Externa_links].

Private and third-party ENUM suffixes

Even if your country does not have anational ENUM scheme yet, many large organizations are oper-
ating an internal ENUM service. If you have adomain name server, you can create NAPTRrecordsin
the zonefilesjust as easily as creating an A or CNAMVE record. It isrelatively easy to construct a script
using Python or Javato read from a company telephone directory and write a zone file for the name
server. The file can be regenerated periodically by acr on job.

If your phone numbers are available in alocal LDAP server, the diz-Idap-enum [http://www.open-
telecoms.org/dlz-ldap-enum] module can be used in a Bind9 DNS name server to support real-time
gueries.
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Adding ENUM to DNS

Dynamic ENUM from LDAP with dl z- | dap- enum

Installation

Install the package using the appropriate tool, as demonstrated in Example 15.2, “Installing dl z-
| dap- enumon Debian/Ubuntu” and Example 15.3, “Install dl z- | dap- enumon Fedora/RHEL/
CentOS'.

Example 15.2. Installing dl z- | dap- enumon Debian/Ubuntu

$ sudo apt-get install dlz-Idap-enum

Example 15.3. Install dl z- | dap- enumon Fedora/RHEL/CentOS

$ sudo yuminstall dlz-Idap-enum

Configuration

The configuration fileisdl z_| dap_enum conf . On a Debian/Ubuntu system, it can be found in
/ et ¢/ bi nd while Fedora/ RHEL /CentOS users will find itin/ et ¢/ named.

Thefirst step isto customizethefileto specify the exact location of the plugin, the ENUM DNS suffix
and your LDAP server connection parameters, as demonstrated in Example 15.4, “Sampledl z_| -
dap_enum conf”.

Example 15.4. Sampledl z_| dap_enum conf

dl z "exanpl e" {
dat abase "dl open /usr/lib/dlz-|dap-enum dl z_| dap_enum so 2

v3 sinple {cn=adni n, dc=exanpl e, dc=org} {secret} {127.0.0.1}

€164- addr . exanpl e. org

{l ocal host. root.exanple.org. 2 604800 86400 2419200 604800}

| ocal host

60

| dap: /// ou=$zone$, dc=exanpl e, dc=or g???0bj ect cl ass=t op

| dap:/// dc=exanpl e, dc=or g?mai | ?sub?t el ephoneNunber =$r ecor d$";
s
Now add a reference to this file into the main named. conf , which may be under / et ¢/ bi nd
or just / et ¢ depending upon your system. This is demonstrated in Example 15.5, “Additions

to named. conf for Debian/Ubuntu” and Example 15.6, “Additions to named. conf for Fedo-
ra/RHEL/CentOS’.

Example 15.5. Additionsto naned. conf for Debian/Ubuntu

i nclude "/etc/bind/dlz_| dap_enum conf";

Example 15.6. Additionsto nanmed. conf for Fedora/RHEL/CentOS

i nclude "/etc/nanmed/dl z_| dap_enum conf";
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Chapter 16. Troubleshooting

Common problems and solutions

Google Talk/Hangouts users not receiving XMPP chat
messages

If you have been using XMPP for along time, you may well have some friends in your buddy list
who areusing grrai | . comaddresses. In the beginning, Google largely supported XM PP (with some
limitations to TLS support) and it was possibleto add grmai | . comusersto the buddy list and com-
municate with them using IM, voice and video.

As of 2014, Google's XMPP support has become somewhat broken. The messages you send to
gmai | . comcontacts using XMPP are never delivered and Google never gives any feedback to in-
dicate there was a problem. Y ou continue to see the contact's status changesin your buddy list, giving
no clue that the Google service is broken.

Until the Google issues are resolved, suggest to your contacts that they revert their Google ac-
count to use Google Tak instead of Hangouts. Google provides a link for this: https://
pl us. googl e. con’ downgr ade/ . The XMPP Foundation maintains a list of hosting compa-
nies who provide fully functional XM PP support [http://wiki.xmpp.org/web/Jabber Hosting Possi-
bilities).

Audio and video quality issues

If possible, try and start with audio aone and seeif the issue persists. If the problem exists just using
audio, then continue troubleshooting with audio only.

The RTCP protocol, closaly related to RTP, provides rea -time feedback between the endpoints in
an RTP session. Many phones and softphones can provide visual feedback based on RTCP statistics.
Look for these statistics and try to identify the rate of packet loss and the latency.

Identify which codecs arein use. If possible, changeto alower bitrate codec and observeif this makes
any difference. Some codecs, such as Opus, have a variable bitrate and should adapt to network con-
ditions.

If using a softphone, check the computer's metrics, in particular, check that the CPU is not overloaded
by other running applications.

Identify the |P address where the RTP packets are being sent, you may be able to discover this from
the RTP statistics in the phone or you may need to use a packet sniffer as described in the section
called “Packet sniffers’.

Performat r acer out e to theremote | P address (see the section called “ Operating system utilities’).
Thiswill frequently reveal the point where latency is occuring.

If using wifi and t r acer out e reveals latency or packet loss on the first hop, then it is agood idea
to try using a cable connection to try and determine if the wifi is troublesome. Wifi can experience
congestion if other wifi routers in your building use the same frequency. This can be dealt with by
using a utility or smartphone app that analyzes the wifi frequencies in your building to help you find
aquiet channel and then manually changing the router settingsto use that channel.

If there is latency or packet loss on any hop that includes a cable connection, then you may want to
consider replacing the ethernet cable. Sometimes a faulty cable will appear to work sufficiently for
applicationslike email but it will have ahorribleimpact on real-time audio/video streams. If you have
access, log in to the devices on each end of the cable and check the interface statistics, looking for
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Troubleshooting

any TX or RX errors. If any interface settings are in automatic mode, set them manually (e.g. set full
duplex and set the speed to gigabit).

Another possible reason for latency or packet loss at an intermediate hop may be network congestion
or high CPU load on one of the devices in the path. Check the charts for each device, they should be
monitored as described in the section called “Monitoring tools”.

Techniques

Monitoring tools

Monitoring can detect problems before end users notice them, help plan for growth and make trou-
bleshooting easier when an unexpected problem does occur.

Use systemslike Ganglia [http://ganglia.info] and Cacti to gather statistics from all servers and net-
work devices. Building up graphs of these statistics allows you to see normal usage patterns and spot
any spikes more quickly. These graphs also allow you to visualize what conditions were like during
an incident that occurred temporarily.

Ensurelog messages are being aggregated by Syslog. Using atool like LogAnalyzer [http://loganalyz-
er.adiscon.com/] to visualize the log messages in colour makes it much easier to spot unusual activity.

Use an aerting tool such as Nagios or Icinga to monitor the graphs (see Ganglia-Nagios-Bridge
[https://github.com/ganglia/ganglia-nagios-bridge]) and logs (see Syslog-Nagios-Bridge [https://
github.com/dpocock/sysl og-nagios-bridge] )and also monitor the availability of services such as the
SIP and TURN processes and the expiry dates of TLS certificates.

Appendix C, Configuring Nagios to monitor P, XMPP and TURN contains specific instructions to
configure Nagiog/lIcinga to monitor SIP, XMPP and TURN servers.

Check the logs

Check/ var /| og/ sysl ogand/ var/| og/ daenon. | og.

Many of the RTC processes can a so create their own logfilesin other locations. Refer to the config-
uration files to see which type of logging each process uses.

The r epr o daemon web interface has a control on the Settings page where the log level can be
changed at runtime without restarting the daesmon.

Check the web interface

For those processes that have a web interface, this can be a useful way to see runtime activity at a
glance.

The r epr o daemon web interface has a Registrations page where al known SIP registrations can
be seen.

Operating system utilities

Example 5.2, “Inspecting DNS entries with di g” demonstrates how to use the di g utility to verify
that the DNS entries exist.

Usethenet st at or | sof commands to verify that each process is listening on the correct IP ad-
dresses and ports.

If a process is failing to start and the reason is not clear in the log file or console output, use the
st r ace utility to determine whether any syscall isfailing.
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Troubleshooting

thesectioncaled“Testingwiths_cl i ent ” demonstrateshow tousetheOpenSS_s_cl i ent utility
to make atest connection to the SIP proxy on the TLS and WebSocket over TLS ports.

Packet sniffers

Use t cpdunp to capture the packets to a file on the server. Copy the capture file to a workstation
and inspect it with Wireshark.

For SIP over UDP or TCP, without encryption, thengr ep utility can be useful for identifying packets
containing a particular string.

Debugging mode

Run the process in debug mode, in the foreground on aterminal, to see what it is doing. Running the
r epr o daemon thisway will allow you to see the SIP messages in the console.

WebRTC and WebSockets

Both major browsers have a built-in troubleshooting system for WebRTC. In the Mozlla Firefox
browser, enter the URL about : webr t c. In the Google Chrome browser, the URL ischrone: //
webrtc-internals.
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Chapter 17. PBX Setup

A soft PBX (such as Asterisk or FreeSWITCH) provides features such as voicemail, menu systems
and call queues. Many of the typical featuresin a soft PBX have a particular focus on voice commu-
nications, rather than other types of RTC such asIM or video.

It is perfectly feasible to build an RTC environment without these features. It is recommended that a
SIP proxy is used to handle all connectivity with users and any external parties, the reasons for this
are explained in the section called “ All SIP connectivity through a SIP proxy”. This also means that
it is better to install and test the SIP proxy before making decisions about the selection and design
of the soft PBX.

The soft PBX can be configured to make a SIP registration in the SIP proxy or routing entries can be
created in both the SIP proxy and soft PBX to send calls back and forth between them as required.

The configuration and operation of soft PBXes tends to replicate many concepts from the world of
traditional telephony. The fact that many of the features of these products are voice-orientated is an
example of this trend. Many guides on soft PBX configuration tend to focus on the use of dial plans
and phone numbers as the dominant currency in the world of legacy communications, while modern
unified communications strategiesinvolveuser @ormai n addressing similar to other Internet-based
services.

The all-in-one myth

It is tempting to look at a soft PBX as a one-stop-shop for Vol P, with no other product required. In
fact, thisisavery limited strategy in terms of features and resilience.

Many people have arequirement to use existing ISDN lineswith their RTC architecture. With Asterisk
and FreeSWITCH both boasting ISDN support, it istempting to do everything with that singleinstance
of asoft PBX installed on a server with ISDN hardware.

Modularity is a hallmark of good design in any IT project. Modularity gives you the flexibility to
upgrade or modify one component of a system without changing any other component. Modularity
also means that some components are more likely to continue providing service even if something
fails. In the planning of a soft PBX deployment, modularity involves running one instance of the soft
PBX just to control the ISDN hardware and running another instance for services such as voicemail
and using a SIP proxy to route calls between these different components.

Choosing between Asterisk and FreeSWITCH

Asterisk is by far one of the most well known open source VolP server products. It has a plethora
of features and supports a diverse range of connectivity options, from IP based solutions like SIP to
legacy technologies like ISDN and POTS.

FreeSWITCH is a popular alternative to Asterisk, boasting many of the same features, but with a
collective ownership model rather than the corporate model that isintertwined with Asterisk'slicensing
and contributor agreements.

We consider some of the points where they differ. Not every point is relevant in every deployment.

If you are not sure which way to go and if maintaining the soft PBX will not be the primary focus of
your job, we suggest using Asterisk because it has official packages but we do not wish to discourage
people from considering FreeSWITCH when they understand the issues involved and fedl it is the
better choice.
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Official packages

Asterisk has officially supported packages in many of the popular GNU/Linux distributions.
FreeSWITCH does not.

FreeSWITCH users have to use unofficial packages from the FreeSWITCH web site or compile from
source code. When packages are made avail able through an official distribution, like Debian or EPEL,
it means they go through a managed release cycle and are subject to a battery of independent tests to
ensure the packages don't interfere with any other packages on the same system.

When something isavailablein an official package, it also means upgrading the operating system (for
example, from Debian 7 to Debian 8) should also upgrade the package in a safe manner.

Contributing patches

Many more experienced users of open source software become intimitely familiar with the software
they rely on and sometimes they even develop bug fixes or improvements. It can be tedious to test
and re-apply such fixes to each new version of a product and so many people in this situation usually
want to contribute their fix to the primary source repository for the project so it will automatically be
part of all future releases.

Some projects wel come these contributi ons unconditionally and without any specific legal agreement,
ownership of the contribution remains the intellectual property of the contributor and other members
of the community are simply licensed to useiit.

Some projects ask the contributor to go a step further, giving the founders of the projects some addi-
tional rights to include the contribution in commercia products without releasing the source code of
the final product.

Finally, some projects go all the way and don't just ask the contributor for a preferential license, they
ask the contributor to grant ownership of al intellectua rights in the contribution to the project's
founders or some other entity.

Asterisk isin second category, asking contributors to give Digium, the company behind Asterisk, a
license to redistribute the contributions under alternative terms. Some projects use this strategy to
collect intellectual property rights in a non-profit community foundation but in this case the rights
are being granted to Digium, a company with shareholders. Another point of contention is that the
agreement is one-sided: it does not contain any commitment by Digium to rel ease future versions of
the product under any open source license.

Some contributors are uncomfortable with these contribution terms and some people are unable to
make contributions under these termswithout violating regul ations set by their own employer or fund-
ing they receive from public sources.

Licensing
Asterisk is distributed under the GPL while FreeSWITCH is using the Mozilla Public License.

The main distinction between these licenses applied to those users who intend to build their own
product around the soft PBX and sell it. The GPL typically requires people in this situation to either
publish the source code of any fixes or enhancements or other components they create as part of their
overall solution. Digium has a parallel-licensing strategy, allowing people in this situation to pay a
license fee and eliminate the obligations of the GPL.

The MozillaPublic License used by FreeSWITCH doesn't involve these issues.

Community

The contributor agreement and the licensing strategy have an impact on the type of community that is
forming around each product, especially the community of developers contributing to the products.
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Even for users who don't intend to either contribute source code or resell products built from Asterisk
or FreeSWITCH, it isimportant to consider which community is more sustainable in the long term.

Many people have their own thoughts and feglings about this. It may well be that the existence of both
competing products with distinct communities is the most sustainable solution for both.

Scalabiltiy and code quality

One of the reasons that FreeSWITCH was founded is because the creators were not satisfied with the
design of Asterisk and did not fedl that Asterisk would change. FreeSWITCH was written from the
ground up to address some of those perceived problems.

One areawhere such problems exist isin the case of scalability. FreeSWITCH's design is more favor-
able to large scale operation.

It should be noted that while the designers of FreeSWITCH have chosen to emphasize different pri-
orities and achieved a more scalable solution, Asterisk has involved in other ways and some people
feel the range of features Asterisk offers for developing their customized applicationsis superior and
more relevant to them than scal ability.

Using Asterisk with the repro SIP proxy

Setup the SIP proxy as described in the section called “repro SIP proxy”. Add a UDP transport in
repro. confi g, it will be used to communicate with Asterisk. It is a good idea to ensure that the
firewall prevents external hosts from sending any UDP traffic to either the SIP proxy or the SIP port
on Asterisk.

Goto therepro web administration page and click to add aroute. Configuretheroute using thedetailsin
Table 17.1, “repro route configuration”. Replace A. B. C. Dwith the IP address of the Asterisk server.

Table 17.1. repro route configur ation

Parameter Value
URI Asip: ([0-9]*) @i p- proxy
\.exanple\.org;.*transport=tls
Destination si p:
$1@A. B. C. D: 5060; t r anspor t =udp

Notice that this route looks for thet r anspor t =t | s parameter. This meansit will only be applied
to calls coming from the users. When a call comes into the SIP proxy from the Asterisk server, it
will be coming over the UDP transport and it won't be matched by this route (otherwise it would go
into aloop).

Next, in the repro web administration page, click to add an entry to the ACL. Add an entry permitting
packets from the | P address and SIP port used by the Asterisk server.

Remember to restart the repro SIP proxy if changes were made to the list of domains or the r e-
pro. confi gfile

In the Asterisk server, setup the si p. conf file as demonstrated in Example 17.1, “Asterisk
si p. conf ”. Inparticular, replace A. B. C. Dwith the |P addressthat the Asterisk server should bind
to, this must be aroutable | P address on the Asterisk host.

Example 17.1. Asterisk si p. conf

; should match the real mused by the proxy
real mesi p- proxy. exanpl e. org
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domai n=si p- proxy. exanpl e. org

f rondomai n=si p- pr oxy. exanpl e. org
port =5060

bi ndaddr=A. B. C. D

; followthis pattern to define a user
[ 8001]

user nane=8001

secr et =what ever

host =dynami c

canrei nvi te=no

mai | box=8001

nat =yes

The Asterisk server will need to be able to send calls to SIP users who are registered with the SIP
proxy. The calls can berouted usingthe Di al command as demonstrated in Example 17.2, “ Asterisk
ext ensi ons. conf”.

Example 17.2. Asterisk ext ensi ons. conf

exten => _8XXX, n, Di al (S| P/ ${ EXTEN} @i p- pr oxy. exanpl e. or g, 45)
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Chapter 18. PSTN connectivity

The Public Switched Telephone Network (PSTN) remains pervasive and convenient for much of the
world's population, even though it is also expensive, unsophisticated and insecure.

In the early days of |P telephony, the PSTN was perceived as something of a security blanket. Com-
panies would design their I P telephony system to mirror the traditional PBX. Some would even keep
afew analog phone lines connected in case of an "emergency".

This fear-based approach has gradually been replaced by a more pragmatic approach, relegating the
PSTN services to being just one part of the big picture. A modern RTC-based solution works seam-
lessly with or without the PSTN.

The emotional attachment to the PSTN has largely been contained due to two factors. the widespread
presence of smartphones as an aternative means of communication that can be used in an emergency
and the increased investment in corporate I T networks which need to be always available.

This chapter looks at PSTN connectivity issues.

Methods of PSTN connectivity

Anybody, anywherein theworld, can now rent inbound phone numbers and make outgoing calls using
SIPtrunking providers. Thisis often thefastest, cheapest and most flexible means of getting connected
to the PSTN. It is often possible to port existing phone numbers from legacy phone companiesto SIP
operators.

There are arange of hardware options for joining analog and ISDN telephone lines to an IP network.
One option is to purchase a dedicated media gateway, such as the those promoted by Cisco Systems
and other well known vendors. Another option isto install an ISDN or analog telephony card into a
server and run Asterisk or FreeSWITCH, as described in Chapter 17, PBX Setup, configured solely
to act as a media gateway.

If dedicated ISDN links to the telephone company are important, it is worthwhile considering one
further permutation: instead of installing the media gateway at the office location, have the ISDN lines
installed to arack in adata center and use VPN or WAN links from the data center to the office. This
can achieve higher resilience and flexibility: if the main office site suffers from any kind of technical
or environmental disturbance, calls can be routed from the data center to users at home, on mobile
devices or at another branch office or disaster recovery location.

Ingress call handling

The concept of an ingress module accepting callsfrom other places such as SIP trunks or ISDN trunks
isintroduced in the section called “Routing calls within a site”.

Theingress stage should, in most cases, normalize both the destination number and the caller ID into
the E.164 format. Thiswill assist with both routing and log analysis later on.

Theingress stage may also convert the destination numbers to the addresses of internal users such as
user @xanpl e. or g. Thiscan aso be done at the routing stage.

egress call handling

The concept of egress modules preparing calls from the local users to go out to SIP trunks or ISDN
trunksis also introduced in the section called “Routing callswithin asite”.

The egress stage should convert the destination number into the format expected by the telephone
company or trunking provider. For example, they may require a 00 prefix on all numbers qualified
with a country code.
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The egress stage is also a good place to set the caller ID. Some trunking providers automatically set
the caller ID for you. Some allow you to specify the caller ID in the Fr omheader, aslong asthe value
you use is an inbound number that you have purchased from the same company. If you try to use any
other number, it islikely the will replace it with one of your numbers selected at random. ISDN trunks
attached to asoft PBX or media gateway also permit the caller ID number to be set on aper-call basis.

Setting the caller ID to aconstant valueisrelatively easy within an Asterisk extension as demonstrated
in Example 18.1, “ Asterisk ext ensi ons. conf for specifying caler ID”.

Example 18.1. Asterisk ext ensi ons. conf for specifying caller 1D

exten => _X., 1, Set (CALLERI D( name) =00442071358378)
exten => _X., 2, Set (CALLERI D( nunber ) =00442071358378)

Instead of hard-coding a constant value, if the users have their own direct phone numbers, a CSV
file or Asterisk Realtime SQL lookups could be used to map individual SIP usernames to personal
caler-1D values.

Emergency calls

Providing access to dial the emergency services has been a controversial issue for all |P-based tele-
phony. Users may see a phone and want to use it to make such a call. Anybody installing phones
should contemplate what happensin this situation.

The first thing to note is that not al organizations route emergency calls to the publicly operated
emergency call center. Some large organizations and universities route these calls to their internal
security office. The suitability of this approach depends on local laws and the training of the security
staff.

Many SIP providers now offer an option to handle emergency calls. For this to be effective, the SIP
provider usually needs to have accurate records of the addresses where the SIP trunks are used. For
example, care needs to be taken to ensure that emergency calls are not routed from maobile Vol P users
when they are off-site, as the emergency services may arrive at the wrong location.

Another option isto have asingle physical phone line or GSM SIP gateway attached to the | P phone
system solely for routing emergency calls. All other callswould be routed to the normal SIP providers.

If it is not technically feasible to route calls to the emergency service number, it may be useful to
provide abrief recorded messagetelling the user to call emergency services from another phone. After
playing the message once or twice, the PBX should hang up, so the user knows that the call is not
being routed.

In the early days of telephony, not every home or office had a telephone. In Britain, which is known
for its distinctive red phone boxes, the police force took responsibility for installing many blue phone
boxes for use by police and people without a telephone. Some people feel that it isimportant for the
emergency services to be proactive again and ensure that emergency call centers have a presence on
the Internet, accepting calls directly from users of SIP and XMPP.
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Chapter 19. Frequently Asked
Questions

Can | use a virtual server for SIP or XMPP?

For small installations (less than 30 concurrent phone calls) avirtua server running on modern hard-
ware is more than sufficient.

For demanding use-cases, it is recommended that any real-time processes (such as the TURN server
or asoft PBX like Asterisk or FreeSWITCH) be on dedicated serverswhileit may still be possible for
the SIP proxy or XM PP server to be on avirtua server.

Do | really need to use TLS encryption and certifi-
cates?

Yes. Evenif you don't care too much about security or privacy, TL S helpsto reducetherisk of nuisance
calls from spammers and the risk of impersonation and it also eliminates a range of problems caused
by SIP-aware routers that try to modify SIP messagesto help them through NAT.
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Chapter 20. Community support

Many technologies and companies have a presence on the Internet for support and interaction between
between users and developers. This model of community support is particularly relevant for RTC
technology. RTC, by definition, requires interoperability between all those using the technology and
efficient online collaboration helps to identify and resolve interoperability problems. Many users also
have common problems to solve, such as the collaboration between Internet companies to eliminate
spam.

In the RTC domain, there are a range of online communities with various objectives. The objectives
include supporting specific pieces of software, development of standards, discussion of operational
issues between providers and advocacy of open standards and private communication.

Mailing lists

Major announcements

The Free-RTC-Announce mailing list [http://lists.freertc.org/mailman/listinfo/announce] is a low-
volume mailing list where you can receive important announcements about Free RTC products, com-
munity activities and events. The list is fully moderated and aims not to send more than one an-
nouncement per week. Please go ahead and subscribe now [http:/lists.freertc.org/mailman/listinfo/an-
nounce.

Strategy and advocacy

The FSFE Free RTC mailing list [https:/lists.fsfe.org/mailman/listinfo/free-ric] discusses strategies
for promoting and adopting free RTC and free software.

Collaboration between operators and service
providers

The XSF XMPP operatorsmailing list [http://mail.jabber.org/mailman/listinfo/operators] enablesdis-
cussion of issues between organizations managing XMPP servers of any size.

Server support

The reSlIProcate r epr 0 users mailing list [http://list.resiprocate.org/mailman/listinfo/repro-users]
provides community support for people setting up and operating ther epr o SIP proxy server.

The Prosody users mailing list [http://prosody.im/discuss#mailing_lists] provides community support
for people setting up and operating the Prosody XM PP server.

Softphones

The Lumicall users mailing list [http:/lists.lumicall.org] supports users of the Lumicall Android app.

The Jitsi users mailing list [https://jitsi.org/Development/MailingLists] provides a resource for those
setting up and using the Jitsi products, including the popular Jitsi softphone.

Popular blogs and news sites

planet.sip5060.net [http://planet.sip5060.net] syndicates blogs from leading software devel opers with
afocus on RTC and especially SIP.
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Appendix A. Building reSIProcate
packages on Debian/Ubuntu

reSl Procate packages are usually available in stable-backports. Sometimes, such as during a Debian
release freeze, stable-backportswon't contain the latest upstream version or there is some other reason
to build the package from source. Thisisarelatively straightforward task using thedebui | d utility.

Example A.1. Installing thedebui | d command

$ sudo apt-get install devscripts

Example A.2. Installing the compiler and dependencies

$ sudo apt-get build-dep resiprocate

Example A.3. Running thedebui | d command

$ wget http://.../resiprocate-1.9.8.tar.gz

$ tar xzf resiprocate-1.9.8.tar.gz

$ cd resiprocate-1.9.8

$ debuild -rfakeroot -i -us -uc -b --no-lintian

Example A.4. Running thedebui | d command using code from Git

$ git clone https://github.con resiprocate/resiprocate
$ cd resiprocate

$ git checkout 1.9.8

$ debuild -rfakeroot -i -us -uc -b --no-lintian




Appendix B. Building reSIProcate
RPMs on RHEL and CentOS

reSl Procate packages are available on many recent Linux distributions. On some platforms, including
Red Hat Enterprise Linux and CentOS, it may be necessary to build the RPMs from source. Thisis
arelatively straightforward task.

ExampleB.1. Installing ther prbui | d command

$ sudo yuminstall rpmbuild

Example B.2. Installing the compiler and dependencies

$ sudo yuminstall gcc-c++ |ibtool automake autoconf \
asi o-devel boost-devel cajun-jsonapi-devel c-ares-devel \
cppuni t-devel gperf db4-cxx-devel db4-devel openssl-devel \
nysql - devel pcre-devel perl popt-devel python-devel \
pyt hon- pycxx-devel freeradius-client-devel xerces-c-devel

Example B.3. Creating ther pnbui | d directories

$ nkdir ~/rpns

$ cd ~/rpns

$ nkdir BU LD BU LDROOT \
RPM5/ i 386 RPMS/ noarch RPMS/ x86_64 \
SOURCES SPECS SRPMs

$ cat > ~/.rpmuacros << EOF

% t opdi r $HOVE/ r prrs

% make [usr/bin/mke -j7

EOF
$

Example B.4. Running ther pnbui | d command

$ wget http://.../resiprocate-1.9.8.tar.gz
$ rpnbuild -tb resiprocate-1.9.8.tar.gz
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Appendix C. Configuring Nagios to
monitor SIP, XMPP and TURN

Users become very frustrated with aserviceif it is not working when they need it. Monitoring systems
like Nagios help to discover any outage at the first opportunity and inform the right person to fix it.

Nagios plugins

It is necessary to download and install the individual Nagios plugin scripts. Once that is done, the
plugins must be declared in the Nagios configuration. They can be used over and over again to create
configurations for monitoring different services on different hosts.

Asthe TURN server usesthe STUN protocol, a STUN test script is sufficient to test the TURN server
is operational.

Example C.1. Sample/ et ¢/ nagi os- pl ugi ns/ confi g/ stun. cfg

# can be used to check STUN and TURN servers
# uses script fromhttp://karl sbakk. net/asterisk/scripts/check _stun
define command {

conmand_name check_stun

conmand_line /usr/local/lib/nagios/plugins/check _stun $HOSTADDRESS$

}
Example C.2. Sample/ et ¢/ nagi os- pl ugi ns/ confi g/ sip.cfg
# uses script fromhttps://github.comibc/nagi os-sip-plugin

define command {
conmand_name check _sip_tls

conmmand_line /usr/local/lib/nagios/plugins/check sip2 -t tls -p $ARRS$ -

}
Example C.3. Sample/ et ¢/ nagi os- pl ugi ns/ confi g/ xnpp. cfg

# uses script fromhttps://exchange.icinga.org/jandd/ check_ xnppng
# Debi an/ Ubuntu: apt-get install nagi os-check-xnppng
define command {

conmand_name check_xnpp

conmmand_line /usr/lib/nagios/plugins/check xmppng -H $HOSTADDRESSS - - se!

}
Nagios service checks

Once the plugins are declared in the Nagios configuration, they can be used to write service check
definitions as demonstrated here.

Example C.4. Sample service check for STUN/TURN

define service{

use generi c-service

host _nane turn-server. exanple.org
servi ce_description STUN TURN
check_comand check_stun
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itor SIP, XMPP and TURN

The following test SIP on port 5061 and 443:

Example C.5. Sample service check for SIP over TLS

define service{

use generi c-service

host _nane serverl

servi ce_description SI PS

check_comand check _sip_tls port!sip-server.exanple.o

}
Example C.6. Sample service check for SIP over TLS (port 443)

define service{

use generi c-service

host _nane serverl

servi ce_description SI PS 443

check_comrand check_si p_tls_port!sip-server.exanple.o

}

The following monitors the XM PP service. Notice that the argument used for this check must be the
XMPP domain, not the server domain or hostname. In the example, it is example.org.

Example C.7. Sample service check for XM PP

define service{

use generi c-service

host _nane serverl

servi ce_description XVPP

check_comand check xnpp! exanpl e. org
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Appendix D. Mitigating VolP fraud
risk

VolP fraud is not a new problem, it is just an old problem with a new target. Fraud is not a reason
to avoid Vol P and RTC technology. Fraud has been aregular problem for companies with traditional
ISDN phone systems. Managing the risk requires a balanced approach.

Legal insurance

In the event that your phone account is misused, you may end up in alegal dispute with your phone
company. Check that you have a satisfactory legal costs insurance policy. Verify that the terms and
conditions include cover for disputes with utility companies.

Trade body membership

If you are operating abusiness, are you amember of any trade organizations, such astheloca chamber
of commerce?

These organi zations sometimes provide useful advice and sometimes arrangelegal insurance on behal f
of members.

Set a credit limit

If you leave the cookies out on the table, it won't be long until children start eating them and they will
keep eating until they are al gone. Likewise, if your VolP PBX is hacked, the bad guys are going to
useit to relay callsto high cost destinations: and they are not going to stop until you switch the system
off or the phone company cuts the line.

The number onething you can do to protect your phone system does not invol ve any technical changes.
It smply involves writing aletter.

Write to your phone company and tell them the amount of daily and monthly expenditure you autho-
rise. Make it clear that thisis both a security precaution and that any severe violation may jeopordise
your business to the extent that you may not be able to pay billsin future.

Dear Sir,
My phone number is and my account number is

| am writing to inform you that the total authorized expenditure for this account is
$ per day and $ per month.

Any services supplied in excess of this authorization will be treated as if they were
supplied in error and we accept no liability for them.

Furthermore, | am informing you that we explicitly do not require the use of any
of the services listed below, that the supply of these services is not authorized and
that if any of these services are supplied to us or billed to us without management
authorization, it isan error of the phone company and therefore it will not be paid.

 Callsto premium rate numbers
» Reversecharge callscharged at aratein excessof $ _ per minute

 Callsto numbers where a share of the call charge is paid out to the recipient of
the call (such asthe UK 0871 numbers)
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e Premium-rate text messaging services

» Dataroaming charges

» Data charges for data usage in excess of bundled data allowances

This letter has been sent to you by recorded delivery and takes effect on receipt.

Sincerely,

Director/Manager/President

Use a different phone company for inbound
numbers

If you do ever end up with an inflated bill that has come about because of illega use of your VolP
system, and if your phone company has somehow lost the letter you sent specifying your maximum
authorized expenditure, they might try and bully you into paying the bill anyway.

Phone companies have large accounts departments that are very experienced at manipulating and bul-
lying customersto pay abill whether it is correct or not. A recent report by analysts Juniper Research
suggested that phone companies lose over $58 hillion per year due to their own technical faults in
billing technology. The magnitude of this figure emphasises one particular point: phone companies
may sometimes underbill you, they may sometimes overbill you, but if customers were watching their
bills more closely, phone companies wouldn't be making so many mistakes.

With such unreliable systems, the phone company has very little evidence they can rely on to force
you to pay abill. So they simply cut off customer's numbers.

Thisiswhy this point is so vital: use two different phone companies.
All your outgoing calls go through one company (company A).
All your phone numbers and incoming calls come through a different company (company B).

If your Vol P system is hacked or misused in some way, company A might cut off your line - but you
will still be receiving incoming calls normally thanks to company B.
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